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Abstract

The rise of cybercrime in Nigeria, ranging from online fraud to sophisticated hacking, poses a significant threat to national
security, the economy, and individuals' vights. As cybercriminals increasingly exploit advanced technologies, law enforcement
agencies must turn to Artificial Intelligence (Al) to enhance cybercrime detection, investigation, and prevention efforts. Al
technologies, such as machine learning, predictive analytics, and automated threat detection, have the potential to
revolutionize cybercrime investigations by processing large datasets, identifying patterns, and forecasting cyber threats with
unparalleled speed and precision. However, the integration of Al into Nigeria's cybercrime investigation landscape is hindered
by a substantial skills gap, both technical and legal. On the technical front, many law enforcement agencies and cybersecurity
professionals lack the necessary expertise to deploy and manage Al-driven tools effectively. The proficiency in handling Al
technologies, understanding complex algorithms, and interpreting Al-generated data is currently insufficient, creating an
obstacle in maximizing Al's potential in combatting cybercvime. Equally important is the legal skills gap. Nigerian legal
practitioners, lawmakers, and judiciary officials are often unfamiliar with the implications of Al in cybercrime investigation,
which poses challenges in terms of the admissibility of AI-generated evidence in court, the interpretation of Al processes, and
the need for updated legal frameworks. Existing laws, such as Nigeria’s Cybercrime (Prohibition, Prevention, etc.) Act 2015,
are inadequate in addressing the complexities of Al technology, resulting in legal uncertainties and regulatory gaps. Moreover,
ethical concerns such as data privacy, Al bias, and the risk of over-surveillance highlight the need for legal safeguards to
ensure Al use remains aligned with human rights principles. This paper seeks to examine the dual challenges posed by the
technical and legal skills gap in using Al for cybercrime investigations in Nigeria. It will explore the current state of Al
adoption in Nigerian law enforcement, focusing on challenges such as inadequate training, infrastructure limitations, and
financial constraints. The paper will also analyze the legal landscape, assessing how Nigerian laws can be reformed to
incorporate Al technologies while balancing privacy, fairness, and due process rights.

Keywords: Artificial Intelligence, Cybercrime Investigation, Legal and Technical Skill Gaps

1. Introduction

In the digital age, cybercrime has emerged as a global threat, affecting individuals, businesses, and governments alike. Nigeria,
as one of the fastest-growing digital economies in Africa, faces significant challenges from cybercriminal activities. The
country has seen a sharp rise in cyber-related crimes such as online fraud, identity theft, ransomware attacks, and financial
scams. According to reports, Nigeria loses billions of naira annually to cybercrime, which poses risks not only to the economy
but also to national security and individual privacy. As cybercriminals become more sophisticated, traditional methods of
investigation and law enforcement struggle to keep up with the scale and complexity of these crimes.! In response to these
growing threats, Artificial Intelligence (Al) is increasingly being recognized as a powerful tool for enhancing cybercrime
investigation. Al technologies, such as machine learning, deep learning, and natural language processing, offer unique
capabilities that can revolutionize the detection, prevention, and prosecution of cybercrime. These technologies can analyze
vast amounts of data, recognize patterns, predict cyber threats, and even automate certain investigative processes, allowing
law enforcement agencies to respond more quickly and effectively. For instance, Al can help identify phishing attacks, detect
malware, trace suspicious online activity, and prevent unauthorized access to sensitive data. Given the scale of cybercrime in
Nigeria, leveraging Al presents a promising solution to bolster the country’s cybersecurity defenses.

However, the integration of Al into cybercrime investigations in Nigeria is not without its challenges. A significant barrier to
the effective use of Al is the technical and legal skills gap that exists within the country's law enforcement, legal system, and
cybersecurity infrastructure. On the technical side, many Nigerian law enforcement agencies lack the expertise to implement
and manage Al-driven tools effectively. Despite the potential of Al to transform cybercrime investigations, the shortage of
trained personnel who can operate these technologies, interpret the data they generate, and deploy them in real-world settings
severely limits their impact. Equally problematic is the legal skills gap. The application of Al in cybercrime investigations
raises several legal questions, including the admissibility of Al-generated evidence in court, issues related to data privacy, and
the potential for Al bias. Nigerian cybercrime legislation, notably the Cybercrime (Prohibition, Prevention, etc.) Act of 2015,
was enacted before the rapid rise of Al technologies and is not adequately equipped to address the nuances of Al-driven
investigations. Legal practitioners, including lawyers, judges, and legislators, are often unfamiliar with the technical workings
of AL, making it difficult for the judiciary to effectively handle cases involving Al-generated evidence or automated decision-
making processes. Furthermore, without clear regulations, law enforcement may face challenges in ensuring that Al tools are
used in ways that protect human rights, privacy, and due process.

This dual skills gap both technical and legal poses a significant obstacle to the effective use of Al in cybercrime investigations
in Nigeria. While Al holds great potential to enhance law enforcement’s ability to combat cybercrime, the lack of expertise in
both operating these technologies and navigating the associated legal issues undermines its implementation. Without
addressing these gaps, Nigeria risks falling behind in the global fight against cybercrime, as cybercriminals continue to exploit
increasingly sophisticated tools and techniques.
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2. The Concept and Nature of Cybercrime

Defining the concept of cybercrimes is not an easy task. Cybercrimes are broad construct for many emerging sorts of abuse and crimes
enabled by Information and Communication Technologies (ICT)%. Cybercrimes embrace harmful behaviour that takes place via
cyberspace and that transcend geographical jurisdiction, confusing tradition law enforcement investigation methods®. Halder and
Jaishanker*, defined cybercrimes as offences that are committed against individuals or groups of individuals with criminal motive to
intentionally harm the reputation of the victim or cause physical or mental harm, or loss to the victim or indirectly, using modern
telecommunication networks such as internet and mobile phones. Viswanathan has given three definitions in his book The Indian
Cyber Laws with Cyber Glossary is as follows: a.) Any illegal action in which a computer is the tool or object of the crime i.e. any
crime, the means or purpose of which is to influence the function of a computer; b.) Any incident associated with computer technology
in which a victim suffered or could have suffered loss and a perpetrator, by intention, made or could have made a gain and c.) Computer
abuse is considered as any illegal, unethical or unauthorized behavior relating to the automatic processing and transmission of data’.

Cybercrimes are used as umbrella terms to refer to criminal activities that include offences against computer data and systems;
computer related offences etc. Since there is no single body that controls the internet, it is no government, cyber criminals perpetrate
their criminal activities unnoticed due to the anonymous nature of their conducts, cyber criminals need not be present physica lly with
their victims to commit crimes as these crimes can be sceneless and faceless, thus, cybercrimes are silent in nature, global in
characteristics, create high impact and are easy to perpetrate®. Thus, cybercrimes are terms used broadly to describe criminal activities
in computers or where computer networks are tools, targets or place of criminal activities and include everything from electronic
cracking to denial service attacks. They are also used to include traditional crimes in which computers and networks are used to enable
elicit activities.

3. Meaning of Artificial Intelligence (AI)

Artificial Intelligence (Al) also called machine intelligence, emerged as a research discipline at the Summer Research Project of
Darmouth College in July, 1956. John McCarthy who coined the term defined it as “the science and engineering of making intelligent
machines™’. Although, it has earlier been argued that the quest for Al is as modern as the frontiers of computer science and as old as
antiquity®. The concept of a “thinking machine” is said to begin as early as 2500BC when the Egyptian looked to talking statutes for
mystical advice®. The universally accepted definition of Al is that “Al is the study of how to make computers do things which, at the
moment people do better”!?. The central goals of Al research include reasoning, knowledge, planning, learning, natural language
processing (communication), perception and the ability to move and manipulate objects'!. An Al system must be capable of doing
three things, that is, store knowledge, apply the stored knowledge to solve problems and to acquire new knowledge through exp erience.
Al has three key components — representation, reasoning and learning. Typical Al methods mainly focus on individual human
behaviour and inference procedures. On the other hand, Distributed Al (DAI) mainly focuses on social behaviour 2. The view has
been that the solutions to ever increasing spate of cybercrimes may be too advance for human but doable for something created by
humans: Artificial Intelligence'. The rate at which digital crime occurs leaves little hope for human intervention to prevail without
human error. As such, Al has a better chance at detecting and analyzing appropriate defences against cybercrimes because it too is a
product of technology. In a recent study about application of Al techniques to combat cybercrimes, experts in computer engineering
and cyber defence concluded that Al can detect and respond to attacks in a timely and efficient manner and most importantly, that Al
can prioritize and prevent secondary attacks'®. It is argued that with the expansion of the internet, access to knowledge and tools for
committing cybercrimes has spread. To combat these dynamically evolving attacks, conventional methods simply don’t cut anymore,
Al equipped cybercrimes fighters with innovation and unanticipated defence techniques'”. Al is already being used by IBM*s
computer “Watson” to take down cybercriminals in some capacities. Through Artificial Neural Network (ANN)' applications -
predictions, classifications or control in a complex computer environment is now possible!’.

4. Legal and Institutional Framework for Cybercrime Prevention in Nigeria

Legal Framework for Cybercrime Prevention in Nigeria

This section discusses the various laws regulating cybercrime in Nigeria. These laws are put in place to guide against commission of
cybercrime. Some are directly prohibiting cybercrime while the rest can be inferred from the provision of the laws. The list is not
exhaustive, however only few will be discussed in this section viz,

2 Hoscheidt, M. M. and Eichner, E. F. (2014) Legal and Political Measures to Address Cybercrime. World Summit on the Information Society Forum.
UFRGS Model United Nations. Retrieved from http://www.ufrgs.br.ufrgsmun/2014/files/ ws12.pdf

3 Ibid.

4 Halder, D. and Jaishanker, K. (ed) Cybercrime and Victimisation of Women: Laws, Rights and Regulations. Quoted in Somaiya, J. et al (2014) A
Survey of Web Based Cybercrimes and Prevention Techniques. International Journal of Computer Applications. Vol. 105.

5 S.T. Viswanathan, The Indian Cyber Laws with Cyber Glossary, 2001, p. 81.

6 Agbonika, J. A. A. et al (2016) Economic and Financial Crimes: Cybercrime, Money Laundering and Financial Terrorism in Nigeria. Paper presented
by Faculty of Law, Kogi State University, Anyigba at the 49th Annual Conference of the Nigerian Law Teachers’ Conference, Nasarawa State
University Keffi.

7 Rajaraman, V. (2014) John McCathy - Father of Artificial Intelligence in General Article Resonance. March, 2014, p.17.

8 Haack, S. (ed) A Brief History of Artificial Intelligence. Retrieved from http://www.atariarchives.org/deli/ artificial  intelligence.php on December
26,2015.P. 1.

9 Ibid.

10 Rajaraman, V. (2014) Op.cit.

1 Tbid.

12 Tbid.

BTatera, K. (2015) Using Artificial Intelligence to Take Down Cyber Criminals. Retrieved from http://thescienceexplorer.com/
technology/usingartificial_intelligence, p. 3.

14 bid.

15 Tbid.

16 ANN is a computational mechanism that mimics the functionality of neural networks existing in biological nervous system.

17 Tatera, K. (2015), Op.cit.
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Constitution of the Federal Republic of Nigeria 1999 (As Amended): The aforementioned Act includes valuable provisions about
privacy rights that shield private and official persons from cybercrime, such as illegal computer hacking and/or online haras sment.
The Nigerian Constitution of 1999 (as amended) has further aided Nigerians by guaranteeing and securing their right to privacy,
telephone calls, and so on'®. As a result of this, when law enforcement authorities require information from a person's cell phone, €-
mail, or other electronic devices as part of a telecom service provider investigation into cybercrime, the Nigerian Constitutional right
to privacy must be taken into account. Furthermore, the Act and its provisions should not be interpreted or applied in isolation from
the Nigerian Constitution.

Cybercrimes (Prohibition, Prevention, Etc) Act 2015: The aforementioned Act is Nigeria's first cybercrime legal and regulatory
structure, enacted to control people's actions in cyberspace as well as to prohibit and deter cybercrime!®. The Act is apportioned into
59 Sections; 8 Parts; and 2 Schedules. Part I contains the object and application of the Act encompassing sections 1 and 2. Part II
deals with the protection of critical national information infrastructure and encompasses sections 3 and 4. Part III covers offences and
penalties which include; - Offences against critical national information infrastructure®’; Unlawful access to a computer®'; Registration
of cybercafé??; System interference?; Interception of electronic messages, e-mails, electronic money transfers?*; Tampering with
critical infrastructure®; Willful misdirection of electronic messages®; Unlawful interceptions?’; Computer related forgery?;
Computer related fraud?; Theft of electronic devices*; network data and system interference?!; Cyber terrorism*?; Fraudulent issuance
of e-instructions’3; Identity theft and impersonation¥; Child pornography and related offences®’; Cyberstalking®®; Cybersquatting®’;
Racist and xenophobic offences*®; Importation and fabrication of e-tools*’; Manipulation of ATM/POS terminals*’; Dealing in card
of another*! and it encompasses sections 5 to 36. Part IV encompasses the duties of financial institutions, duties of service providers
and contains sections 37 to 40. Part V deals with administration and enforcement and it encompasses sections 41 to 44. Part VI deals
with arrest, search, seizure, prosecution and it comprises of sections 45 to 49. Part VII embraces jurisdiction and international
cooperation as same covers sections 50 to 56. Part VIII provides for miscellaneous issues of regulations, interpretation and citation
with sections 57 to 59 of the Act covered. The First Schedule of the Act succinctly lists the members of the Cybercrime Advis ory
Council, while the Second Schedule lists businesses to be levied for the purpose of the National Cyber Security Fund under section
44(2)(a) of the Act*.

Economic and Financial Crimes Commission (EFCC) (Establishment) Act 2004: The EFCC was created by the EFCC Act 0f 2002
to tackle all economic and financial crimes in Nigeria. The Economic and Financial Crimes Commission (EFCC) (Establishment)
Act, 2004 was passed after the EFCC Act of 2002 was repealed. The EFCC has been mandated by its Establishment Act since its
inception®® with special powers to investigate any individual, company, or organization who has committed an economic or financial
crime in violation of this Act or another statute. Section 7(2) of the aforementioned Act, 2004 also empowers the Commission to
coordinate and implement the provisions of other enabling legislative provisions in combating and resolving the challenge of
cybercrime in Nigeria.

Advance Fee Fraud and Other Fraud Related Offences (AFF) Act 2006: The aforementioned Act penalizes ‘advance fee fraud’*
popularly known in local parlance as ‘419°%. The Act forbids, among other things, collecting money under false pretenses from
unsuspecting members of the public through cybercrime and other related online fraud. The Act forbids the following methods of

18 Section 37 of the Constitution of the Federal Republic of Nigeria, 1999 (as amended).

19 F.E. Eboibi, ‘A Review of the Legal and Regulatory Frameworks of Nigerian Cybercrimes Act 2015 (which was forthcoming in 2017) Computer
Law and Security Review: The International Journal of Technology Law & Practice on a detailed review of the Nigerian Cybercrimes (Prohibition,
Prevention, Etc) Act 2015.

20 Section 5 of the Cybercrimes (Prohibition, Prevention, Etc) Act, 2015.

21 Section 6 Ibid.

22 Section 7 Ibid.

23 Section 8 Ibid.

24 Section 9 Ibid.

25 Section 10 Ibid.

26 Section 11 Ibid.

27 Section 12 Ibid.

28 Section 13 Ibid.

29 Section 14 Ibid.

30" Section 15 Ibid.

31 Section 16 Ibid.

32 Section 18 Ibid.

33 Section 20 Ibid.

3 Section 22 Ibid.

35 Section 23 Ibid.

36 Section 24 Ibid.

37 Section 25 Ibid.

38 Section 26 Ibid.

39 Section 28 Ibid.

40 Section 30 Ibid.

41 Section 34 Ibid.

42 See lkenga K.E. Oracgbunam and Boniface E. Ewulum, ‘Assessing the Nigerian Cyber-Security Law and Policy for Protection of Critical
Infrastructure for National Development” in G. N. Okeke et al. (eds), Law, Security and National Development, Awka: Amaka Dreams Ltd., 2017, pp.
62-87.

43 Section 7 of the Economic and Financial Crimes Commission (EFCC) (Establishment) Act, 2004.

4 The concept ‘advance fee fraud’ expressly implies all fraudulent activities perpetrated with the aim and intent of obtaining money from another
person by false pretence.

43¢419” originates from section 419 of the Criminal Code Act, Cap. 77 Laws of the Federation of Nigeria, 1990 and it is the first Nigerian criminal
statutory provision to punish the act of obtaining money by false pretence. Same statutory provision is replicated in section 419 of the Criminal Code
Act, Cap. C38 Laws of the Federation of Nigeria, 2004.
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gaining money through false pretence and it includes obtaining property by false pretence*, use of premises for fraudulent activities*/,
fraudulent invitation*®, attempts*’, laundering of funds obtained through unlawful activity>’, conspiracy, aiding and abetting™'.

Money Laundering (Prohibition) (Amendment) Act 2012: Cybercriminals often amass vast amount of money from their illicit and
illegal operations, but they find it difficult to spend it on high-end things they want. In order for them to buy these high-end products,
their illegal proceeds will have to be converted to appear legitimate, which would then immediately translate into money laundering.
Consequently, in an attempt to curtail the above anomaly and to nip the ugly trend in the bud, the Money Laundering Act, 2004 was
enacted and subsequently repealed by the Money Laundering (Prohibition) Act, 2011. Recently, the Money Laundering (Prohibition)
Act, 2011 was amended by the Money Laundering (Prohibition) (Amendment) Act, 2012 to extend the concept of money laundering
offenses and to enhance consumer due diligence. Laundering of proceeds of crime, drug trade, and/or criminal activities are all
prohibited under the Act. Despite the fact that cybercrime is not clearly mentioned in the Act, proceeds from cybercrime perp etrated
by cybercriminals appear to be covered by section 15. Cybercrime having been outlawed by the Cybercrimes (Prohibition, Prevention,
Etc.) Act 2015, it therefore means that perpetuators of same may invariably engage in an organized criminal group to perpetuate
incidences of cybercrime; fraud; forgery covered under section 15(6).

National Information Technology Development Agency (NITDA) Act 2007: A few years ago, the prevalence of crime by the use of
information and communication technology (ICT) was considered science fiction in Nigeria. However, the Nigerian society is still
struggling with the realities of cyber criminality in the twenty-first century, as cyber criminality has consumed a large portion of the
Nigerian population, which is very worrisome. Illegal entry, illegal surveillance, data interferences, device interferences, forgery (ID
theft), and electronic fraud, to name a few examples, all include the use of information technology resources 2. Nevertheless, an
organization known as the National Information Technology Development Agency was established by the National Information
Technology Development Agency (NITDA) Act, 2007 to plan develop and promote the use of information technology in Nigeria.
Thus, if the mandate given to NITDA is carried out effectively and efficiently, cyber criminals in Nigeria will have a difficult time
committing cybercrime using ICT.

Institutional Framework for Cybercrime Prevention in Nigeria
These are the various institution charged by the various acts establishing them to help in the fight against cybercrimes in Nigeria. We
will list the various institutions without discussing them in details viz;
1. Nigeria Cybercrimes Working Group (NCWG)
National Information Technology Development Agency (NIDTA)
Nigerian Communications Commission (NCC)
Economic and Financial Crimes Commission (EFCC)
Office of the National Security Adviser, Department of State Security and Directorate of Cybersecurity
Nigeria Police Special Fraud Unit4.2.7 Computer Crime Prosecution Unit, Federal Ministry of Justice
The Central Bank of Nigeria
The Judiciary

i Al

5. Laws Regulating Artificial Intelligence in Nigeria

Al regulation in Nigeria brooks its provenance from the broader technological advancements and the growing recognition of Al’s
transformative potential. The National Information Technology Development Agency>* has been at the forefront of discussions for a
regulatory framework for Al. In March 2020, NITDA released guidelines for managing personal data, which indirectly impacted Al
by establishing a legal framework for data processing - critical for Al systems that rely on large datasets. In November of that same
year, the National Centre for Artificial Intelligence and Robotics3 was established. This initiative marked a significant commitment
by the Nigerian government to embrace Al as a vital component of its digital economy strategy. The NCAIR was tasked with fostering
research, innovation, and policy development related to Al, setting the stage for subsequent regulatory efforts. In 2022, NITDA began
seeking stakeholder contributions for a National Artificial Intelligence Policy>®, portraying a commitment to developing a structured
approach to Al governance. By March 2023, NITDA had completed the first draft of this policy, which aimed to provide a
comprehensive framework for Al development and deployment across various sectors. It emphasized the need for ethical
considerations, data protection, and alignment with international best practices alongside aligning Al utilization with national
principles concerning human rights and democracy. In August 2024, Nigeria unveiled its first National Artificial Intelligence
Strategy®’, developed collaboratively by NITDA, the Federal Ministry of Communications, Innovation, and Digital Economy>® and
the National Centre for Artificial Intelligence and Robotics®’. This strategy aims to harness Al for national development across the
health, agriculture and educational sector among others. It pushes for infrastructural development as well as an expert group to guide
the ethical implications of Al and inclusivity across different social segments. Irrespective of these advancements, the NAIS is still in
draft form and although it seems like a welcome development, still lacks detailed implementation timelines, funding sources and a
sturdy foundation of existing Al regulations.

46 Section 1 and 2 of the Advance Fee Fraud and Other Fraud Related Offences Act, 2006.
47 Section 3 Ibid.

48 Section 4 Ibid.

49 Section 5 and 6 Ibid.

30 Section 7 Ibid.

31 Section 8 Ibid.

52 Tbid.

33 See the Explanatory Memorandum of the National Information Technology Development Agency (NITDA), Act 2007.
S4 NITDA

S NCAIR

36 NAIP

STNAIS

58 FMCIDE

39 NCAIR
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Currently, there are no specific laws in Nigeria that directly regulate AI; however, existing legal frameworks indirectly impact its
deployment. For instance, the Nigeria Data Protection Act® serves as a foundational legal structure for data privacy, which is crucial
for any Al system processing personal data. The NDPA provides that data subject’s now have the right to object to decisions made
solely based on the automated processing of their personal data without any human intervention, if these decisions have a legal or
other significant effect on them. Additionally, various sector-specific regulations govern areas where Al is applied, such as
telecommunications services and financial services. Furthermore, the Nigerian Communication Commission Act® regulates
telecommunication services that may utilize Al technologies and the Security and Exchange Commission (SEC) Rules on Robo-
Advisory Services regulates financial services that may utilize Al technologies.

NITDA is also actively involved in the struggle to provide a comprehensive framework for Al governance in Nigeria. It advocates for
integrating Al into national security frameworks to enhance operational effectiveness. This approach aligns with NITDA’s Strategic
Roadmap and Action Plan (SRAP 2.0), which prioritizes strategic partnerships to leverage technological advancements for national
development. The agency emphasizes collaboration between various sectors, particularly between information and communication
sectors. Through initiatives like the establishment of the National Centre for Artificial Intelligence and Robotics (NCAIR), NITDA is
committed to fostering ethical Al development. As highlighted in the NAIS, the agency is working on creating an Al Ethics Expert
Group to guide ethical considerations in Al projects, ensuring that developments align with societal values and human rights
principles. In addition, NITDA in 2023 revealed that they had started and were at the time drafting a Code of Practice for Al, which
will establish standards for the responsible use of Al technologies like ChatGPT and others. NITDA’s role in Al regulation
encompasses policy development, fostering collaborations across sectors, promoting ethical practices, and integrating existing legal
frameworks into a cohesive strategy for managing Al technologies in Nigeria. Through these efforts, NITDA aims to position Nigeria
as a leader in ethical Al innovation while safeguarding public interests.

Fortunately, the Nigerian National Assembly has also expressed intentions to establish comprehensive legal frameworks governing
Al adoption, reflecting an awareness of global advancements in this area. Speaker, House of Representatives, Rt. Hon. Tajudeen
Abbas, has assured that the 10 National Assembly will establish a legal framework to govern the adoption of Artificial Intelligence,
Al, in the country. Abbas said this at the 2023/2024 matriculation of the National Institute for Legislative and Democratic Studies
(NILDS)/University of Benin (UNIBEN) in Abuja on Monday®. We anticipate that the National Assembly will be fast in coming up
with a regulation to govern the use of Al technology in Nigeria. The Nigerian Bar Association - Section on Legal Practice Technology
and Law Committee has proactively come up with such a guideline to aid Legal Practitioners in the use of the Al technology ®.

6. Artificial Intelligence and Cybercrime Detection in Nigeria

In Nigeria, the advent of artificial intelligence is still in the process of development. These days, law enforcing agencies are taking
the help of Artificial Intelligence to enhance the workability of their officers. It is turning out to be an indispensable part of the law
enforcers or the police as it can support them in various ways. Artificial Intelligence technology is used for surveillance, to monitor
the crowd for an anomaly, evaluate video footage for crime and apply facial recognition to optimum effect. Artificial intelligence in
policing is expected to bring about changes in security and assurance to a society. The most important objective of the police force is
to not only to prevent crime but also to solve it® . Artificial Intelligence already, has been a part in various sectors such as
transportation, finance, energy, healthcare etc. for fairly good amount of time. In comparison to those sectors, the police forces have
adopted Artificial Intelligence quite recently in most developed countries. Many countries around the world have come to know its
advantages and the potential against the criminals as well as in crime detection. Though, Artificial intelligence in policing is still at
the progressive stage but the results are worthy. It has the propensity to deal with almost all kinds of crime for which it is being
considered an influential tool. It provides the law enforcement agencies the opportunity to concentrate their assets in a particular
locality and at a particular time®. Before conducting any operation in an area, it is vital to know that piece of land. Such vital
information can be procured by the use of Drones equipped with sensors. Law enforcement also depends on video technology for
additional close watch especially in large gatherings like marathons and festivals to be able to detect any suspicious activity or threats.
Many police departments have chosen this technology to assist in surveillance for identification of people’s faces through facial
recognition. Artificial Intelligence helps the police in public places like train stations and sports venues by enhancing monitoring.
Artificial intelligence in policing is a big factor in such scenarios since few policemen would be unable to scan a mass gathering, that
too with remarkable results®®. Various tools of Artificial Intelligence help the Law Enforcement Agencies to identify doubtful patterns
which are not detected by humans. It can be used in predicting the unlawful activities of a criminal through “Artificial Neural
Networks”. To achieve such calculations the regulators of security systems link to the data points which exists in millions. These
databases comprise of posts on social media, used networks of Wi-Fi or the internet protocol addresses. Nowadays, Artificial
intelligence in policing enables detecting crime related to money laundering and other similar frauds. Besides the use of Artificial
intelligence in policing, Artificial Intelligence should be used by other organizations to help detecting crime. It can be used to detect
goods being transported illegally. A delivery company would make best use of Artificial Intelligence to know if a parcel contains any
prohibited product. If they trace out any they must inform the same to the authorities of law who will further take relevant action.

7. The Place of Artificial Intelligence and Cyber Security in Nigeria

Cyber security is the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches,
actions, training, best practices, assurance and technologies that can be used to protect the cyber environment and organization and
user’s assets. Organization and user’s assets include connected computing devices, personnel, infrastructure, applications, services,
telecommunications systems, and the totality of transmitted and/or stored information in the cyber environment. Cyber security strives

0 The Nigeria Data Protection Act, 2023.

61 The Nigerian Communication Commission Act, 2023.

2 National Assembly Moves to Establish Legal Framework for Artificial Intelligence in Nigeria, April 25" 2024. Retrieved online from
https://nilds.gov.ng/national-assembly-moves-to-establish-legal-framework-for-artificial-intelligence-in-nigeria.

93 Guidelines For the Use of Artificial Intelligence in the Legal Profession in Nigeria, The Nigerian Bar Association - Section on Legal Practice
Technology and Law Committee, April 2024.

64 Retrieved from https://www.innefu.com/blog/how-artificial-intelligence-in-policing-helpscrime-detection/ on 5th October, 2019

%5 Ibid.

%6 Ibid.
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to ensure the attainment and maintenance of the security properties of the organization and user’s assets against relevant security risks
in the cyber environment®. Every organization, whether it is big or small, transmit a vast amount of data, both locally and globally
through networks and online systems. This data is stored in a system which can be attacked by an external interface for extracting
sensitive information. The substantial amount of such data includes personal or financial information, intellectual property, or any
other similar data which if get exposed can lead to serious consequences and at times a threat to security. Such conditions will arise
only if there are insufficient cybersecurity measures. Cybersecurity, therefore, ensures that data thefts and cyber-attacks are detected
timely, and attackers are not able to exploit vulnerabilities which can lead to compromising of sensitive systems. To deal with such
challenges, various agencies and organizations have explored ways of implementing Artificial Intelligence in their regular cyber risk
operations. The incorporation of Artificial Intelligence with cybersecurity will reduce pressure on humans as they can detect intrusion
earlier and can further help in mitigating further attacks®. The existing security software and database prevention algorithms provide
a restricted scope; thus, they are not able to spot potential threats in real time. On the other hand, adaptive machine learning algorithms
which are based on Artificial Intelligence are designed to detect any suspicious activity intelligently and inform the user about the
attack. Further, these machine learning algorithms are designed in a way that they continuously learn and inherit those properties
permanently. Thus, Artificial Intelligence has the potential to increase their resistance with the scale of ongoing attacks. Some of the
frequently used approaches of incorporated Artificial Intelligence into cybersecurity include; Biometric login access, Machine
Learning through Natural Language Processing (NLP), Cybersecurity Ratings and Network Intrusion Detection and Prevention.

8. Law Enforcement Agencies and Artificial Intelligence

It is now obvious that law enforcement agencies in most developed countries have turned to artificial intelligence to augment their
officers and agencies. Artificial Intelligence is said to be an essential factor in law enforcement because it can assist in many areas as
well as enhance efficiency. Artificial Intelligence technologies is capable of keeping a watchful eye on crowd control and surveillance,
being increasingly used for facial identification, and scanning video footage for anomalies. If the primary goal of law enforcement is
to help deter and solve crimes while providing society an element of safety and assurance, then there are many ways in which Artificial
Intelligence can be applied to realize those goals. For instance, recently, International Criminal Police Organization (Interpol) has
provided the Economic and Financial Crimes Commission (EFCC) with an Application to enhance intelligence sharing in the tracking
of organized crime, such as money laundering and terrorism-financing®. The App comprises a database to be supervised by the
National Central Bureau (NCB), an interface between Interpol and national law enforcement agencies of countries through the 1-24/7
Gemini Project, a global police communications system. Also recently, the Nigeria Police notified the public about the Police VGS
application which will be installed on phones by the public to help notify the police of any crime related activity in the country
whereby a quick response Squad will by alerted within five seconds to intervene”. The mobile-app, which is comparable to the Police
911 emergency toll-free line obtainable in other climes, is still undergoing internal-test and the Force is working out modalities on
how Nigerians can benefit from its use’'.

10. The Legal and Technical Skills Gap in utilizing Artificial Intelligence (AI) for Cybercrime Investigations in Nigeria

The dual challenges of the technical and legal skills gap in utilizing Artificial Intelligence (Al) for cybercrime investigations in Nigeria
are significant, given the country's growing reliance on digital infrastructure and its vulnerability to cyber threats. Below is a detailed
examination of these challenges:

Technical Skill Gaps of AI Adoption in the Fight Against Cybercrime in Nigeria

Limited Expertise in AI Technology: Al-driven tools for cybercrime investigations, such as threat intelligence systems, anomaly
detection algorithms, and automated forensics tools, require advanced expertise to implement and manage. In Nigeria, the shortage of
skilled Al professionals limits the adoption and effective use of these technologies. Many IT professionals are not adequately trained
in Al-specific cybersecurity applications. Furthermore, a report from the National Information Technology Development Agency
(NITDA) highlights the insufficient number of Al and cybersecurity experts as a major obstacle to combating cybercrime.

Lack of Infrastructure: Al applications depend heavily on robust infrastructure, such as high-performance computing systems and
large datasets. Nigeria faces challenges in these areas due to inconsistent power supply, limited access to cutting-edge hardware, and
inadequate funding for technological advancement. This infrastructure deficit further compounds the inability to develop local Al
solutions tailored to Nigeria’s unique cybersecurity needs.

Skills Mismatch in Education: Nigeria’s education system has not caught up with the rapid advancements in Al and cybersecurity,
leaving graduates unprepared for the demands of the field. Universities and technical institutions often lack specialized courses that
integrate Al and cybersecurity, resulting in a widening skills gap.

Legal Skills Gap of Al Adoption in the Fight Against Cybercrime in Nigeria

Inadequate Legal Frameworks: The Nigerian legal system has not fully adapted to the complexities of Al and cybercrime. Existing
laws, such as the Cybercrimes (Prohibition, Prevention, Etc.) Act of 2015, do not adequately address issues related to Al-driven
cybercrimes. Legal professionals often lack the technical expertise required to understand and prosecute Al-related cybercrimes
effectively.
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Judicial Capacity and Awareness: Judges and lawyers in Nigeria may lack sufficient training in the nuances of Al and digital
evidence, leading to challenges in adjudicating cases involving Al-driven cybercrime. For example, interpreting data from Al tools
or understanding algorithmic biases may be beyond the technical understanding of many in the legal profession.

Cross-Border Jurisdiction Issues: Cybercrimes often involve perpetrators operating across multiple countries. The legal framework
in Nigeria does not sufficiently address the complexities of international cooperation in Al-related cybercrime investigations. The
lack of agreements and protocols with other nations on data sharing and joint investigations further hampers the legal system’s ability
to respond to cyber threats.

11. General Challenges of AI Adoption in the Fight Against Cybercrime in Nigeria

Al is still in its nascent stages in Nigeria and as such, there are certain challenges affecting full implementation. Al and machine
learning are quite complex and intricate. The technicalities involved in harnessing Al demands particular skill set and expertise which
is currently lacking in Nigeria. The following are factors militating against the integration of Al systems into Nigeria security
architecture: inadequate data and statistical information, dearth of military hardware for possible Al systems integration and lack of
ready workforce.

Inadequate Data: Artificial Narrow Intelligence (ANI), the most commonly used Al in existence, uses algorithmic techniques that
enable machines to discover patterns and insights from data, and then use the generated information to make informed decisions’.
This is how Apple’s Siri and Amazon’s Alexa are able to interact with their environment and humans they come into contact with”.
However, to perform such functions optimally, Al requires large volume of data, usually referred to as “big data”’™ Machines (Al)
analyze this data to learn, make connections and arrive at decisions. Thus, the availability of plenteous and uninterrupted supply of
data is key to the successful utilization and integration of Al systems into the security architecture of any state. Herein lies the first
challenge to successful Al systems integration into the Nigerian security architecture — dearth of large volume of data. The presence
of big data explains why it has been relatively easier for both China and the United States to integrate Al systems into their overall
security architecture. Although, in 2019, due to the burgeoning menace of the activities of non-state actors like terrorists, bandits and
kidnappers, Nigeria mandated a federal agency, National Identity Management Commission (NIMC), to “forcefully” collect the
biometric data of its citizen. The aim is to use the collected data to establish a national database of all Nigerian citizens and use the
warehoused information to check largescale incidences of kidnapping and banditry in the country’. A related problem is the poor
quality of data available. There is no accurate statistical data available on most metrics in Nigeria.

Lack of Military Hardware for Possible Al Integration: Nigeria relies heavily on conventional human-directed weapons in its
engagements with non-state actors with the country. Such conventional weapons include tanks and small arms and light weapons like
bombs, rifles and machine guns. All these does not involve the use of Al systems. Advanced weapon systems like drones, cruise
missiles and robots would have required the use of Al systems. However, despite their suitability to the warfare terrain, esp ecially in
the vast Sambisa Forest, the stronghold of Boko Haram in Bornu state, they are non-existent in the military arsenal of the Nigerian
army. This is partly due to the cost of purchasing such advanced weapon systems and the lack of qualified engineers to maintain the
weapon systems.

Non-Existent Knowledge Base: Successful integration of Al systems into the Nigerian security architecture requires that there should
be a ready and continuous pool of both the skillsets needed to generate data and create software. These can be gotten from both the
country’s educational system and private and public sector partnership in the area of Al research and innovation. However, the
educational system that should have been the powerhouse for innovation and research into Al systems and that should have supp lied
the local manpower need in the areas of software and hardware development had fallen short.

12. Addressing the Legal and Technical Skills Gap in utilizing Artificial Intelligence (AI) for cybercrime investigations in
Nigeria

To address these challenges, Nigeria needs a strategic approach that includes: The Government should seek to establish partnerships
between government, academia, and private sector organizations to develop training programs for technical and legal professionals.
Government should also encourage certifications in Al and cybersecurity for IT professionals and legal practitioners. There is need
for the amendment of the Cybercrime Act to include provisions for Al-driven cybercrime. Also, the Judges and Lawyers needs to
be trained in the basics of Al and digital evidence interpretation. Government should also prioritize investing heavily in Al research
centers and provide the necessary computational infrastructure to support the development of local Al solutions. The fight against
cybercrime is not a one-man fight. Therefore, there is need to strengthen international collaboration on cybercrime by signing
agreements for data sharing and joint Al-driven investigations between the agencies. Government should embark on Mass
Awareness Campaigns to educate the public on the importance of reporting cybercrime and the role of Al in preventing it.

13. Conclusion

Addressing the dual technical and legal skills gap is crucial for Nigeria to harness the potential of Al in combating cybercrime
effectively. Through targeted interventions and investments, the country can build a robust ecosystem capable of addressing evolving
cyber threats.
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