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ABSTRACT

Social engineering refers to techniques that exploit human weaknesses and manipulate people into
breaking normal security procedures. Therefore organizations are still at risk because the people entrusted
to safeguard their information are highly vulnerable to social engineering attacks. In this regard the study
offered guidelines on how stakeholders can manage the social engineering threat within the electronic
banking risk appetite. The general objective of the study focused on social engineering as a security threat
in electronic banking and how human behaviour contributes to its success. The specific objectives
explored social engineering techniques, highlighted motives and factors that influence the success of
social engineering attacks, determined risk areas that needed to be improved and modelled a risk of
probability of compromise/breach involving stakeholders and finally recommended guidelines on how the
threat level of social engineering may be reduced in electronic banking. This study adopted a hybrid of
guantitative and qualitative methodologies and targeted the UBA branches in Kaduna. The study being
descriptive made use of questionnaires. The collected data was coded and entered into the Statistical
Package for Social Sciences (SPSS) for analysis. The qualitative method made use of interview coded
using thematic content analysis. The output presented by these techniques indicate that social engineering
being a ‘non-technical’ way of infiltration should be taken seriously as any other technical threat. It is
therefore important for continuous research to be carried out in this field as the field of social engineering
is dynamically changing with the advancement of technology. Further recommendations on how the
social engineering threat level could be reduced were also provided.

K EY W O R D S: Social Engineering, Electronic Banking, Information Security, Mobile Banking,
Privacy

1.0 INTRODUCTION presence. Wire fraud attacks have become so

Since the inception of electronic banking, a number
of unscrupulous individuals have attempted to
breach its defenses in order to obtain valuables.
However, as society evolves and becomes more
connected via modern technology, data security has
emerged as a critical issue. Cybercrime, which
occurs on a computer, has grown in prominence as
a major threat to individuals, society, and the
economy, and it is now recognized as one of the
primary causes of terrorism (for example, cyber
terrorism) (Kenney, 2015; Mitnick et al., 2002).
Physical attacks have become less necessary as a
result of banking's rapid establishment of an online

common that modern civilization is unable to cope
with the sheer volume of attacks. According to a
2016 Internet-organized crime threat assessment,
wire fraud has surpassed physical crime in a
number of European countries (Breda et al., 2017).
Human nature is the social engineer's most valuable
asset. People, by nature, trust each other readily and
take pleasure in assisting others in need. To obtain
information such as a phone number or a password,
the attacker must first establish trust with the person
from whom the information is sought in order to
complete their mission (Wang, et al., 2021).
Recently, banking services, including electronic



commerce and a variety of information brokering
services, have posed a significant threat to
information system security. It is critical that an
information system'’s security be designed to protect
the system's confidentiality, integrity, and
availability. Given the current global economy's
information-intensive features, which are fueled by
the internet and the World Wide Web, it's no
surprise that information security is becoming a
higher priority for most businesses (Mitnick &
Simon, 2009). Unlike the classic social engineering
risk, social engineering hazards are largely caused
by human activity and have been underappreciated
in recent years. Threats and risks posed by social
engineering necessitate a multifaceted strategy to
installing information security defenses in Nigeria's
banking industry. The current market for
information security solutions is solely focused on
the technological component of responding to
traditional security threats. With the introduction of
mobile banking, cybercriminals are increasingly
targeting enterprises, particularly Nigerian financial
institutions.

In Nigeria, mobile money is enabling malevolent
attackers to obtain financial information or money
from unsuspecting users, opening up new social
engineering frontiers. According to the Nigerian
Cyber Security Report, the increased use of online
and mobile banking services is creating new
vulnerabilities for clients and local financial
institutions (Kigen, et al., 2014).

Despite massive investments in the technological
element of security, institutions are still vulnerable
to cyber assaults. Securing hardware, software, and
firmware is relatively simple; it is the human
component that poses the greatest difficulty to
security specialists (Huber et al., 2009). The human
factor is the weakest link in most security systems.
Humans were assured in the 1970s that deploying
access control packages would ensure security.
Installing good anti-virus software to ensure the
security of systems and networks was promoted in
the 1980s. In the 1990s, people were assured that
firewalls would lead to security. Consumers will be
guided to information security in the twenty-first
century by intrusion detection systems or public key
infrastructure. Security has eluded us because
silicon-based goods must connect with carbon-
based components in each iteration (Peltier, 2006).
The human aspect will continue to be discussed in

the context of social engineering. An experienced
social engineer would typically try to exploit this
flaw before wasting time and effort on other
techniques to crack passwords or gain access to
systems. Why bother installing a sniffer on a
network when an employee can provide the
necessary User ID and password with a simple
phone call? As a result, organizations in general,
and banks in particular, are still vulnerable to social
engineering assaults since the individuals tasked
with safeguarding their information are particularly
vulnerable. In this regard, this study intends to put
value on the risk and challenges facing Nigeria’s
electronic banking by social engineers making use
of physical, telephone-based, and computer-based
social engineering and how stakeholders can
manage its threat within the banking sector’s risk
appetite.

11 Aim and Objectives of the Study

The main aim of the study is focused on social
engineering as a security threat and its effect on
electronic banking and how human behaviour
contributes to its success. Accordingly, the specific
objectives are to:

i. Explore the various ways that a social engineer
may use to infiltrate the electronic banking
security perimeter.

ii. Highlight the motives and factors that influence
the success of a social engineering attack.

iii. Determine the risk level and areas that need to be
improved and the probability of
compromise/breach involving stakeholders.

iv. Recommend guidelines on how the effect of
social engineering may be reduced in electronic
banking.

2.0 RESEARCH METHODOLOGY

This section highlights the various methods and
procedures that were adopted in conducting the
study in order to meet its objectives and answer the
research questions.

21 Research Design

A research design will typically include how data is
to be collected, what instruments will be employed,
how the instruments will be used and the intended
means for analyzing data collected. This study
adopted a hybrid of quantitative and qualitative
methodologies.



2.2 Target Population

A particular group of people that is identified as the
intended recipient of an advertisement, product, or
campaign is called target audience. This study
targeted the electronic banking customers and staff
of UBA in Kaduna state. The target population was
generally  categorized into  customers  for
guantitative analysis and the UBA staff for
qualitative analysis.

The bank has approximately 10 branches with a
workforce of about 400 personnel in Kaduna
Metropolis both permanent and contract staff. More
than 3000 customers altogether visit these banks
every single day. Therefore a convenience sampling
was used to get 3 banking staff to interview and 180
guestionnaires were distributed to customers across
these branches in Kaduna.

2.3 Research Instruments

The  descriptive  research  employed both
observational and questionnaire  approaches.
According to Nebeker (2016), a descriptive study is
one in which data is obtained without altering the
environment (that is, nothing is manipulated). These
studies are sometimes called "correlational” or
"observational." This observational study explored
various social engineering techniques like dumpster
diving, sympathy, baiting, and quid pro quo attacks.
The results of the study were used to determine
areas that need to be improved. Study results were
also used to calculate a risk level, or the probability
of compromise or breach involving electronic
banking.

A survey consists of a predetermined set of
guestions that are given to a sample. With a
representative sample, that is, one that is
representative of the larger population of interest,
one can describe the attitudes of the population
from which the sample was drawn. A good sample
selection is key, as it allows one to generalize the
findings from the sample to the population, which is
the whole purpose of survey research.

The study also made use of thematic content
analysis, an inductive qualitative method that is
designed to ask banking staff about electronic
banking security and unauthorized transactions.
This is done in order to understand how the security
situation can be tackled.

2.4 Data Collection Procedure

The primary data collection method was through
surveys or guestionnaires. The study incorporated
data from various age groups and educational
backgrounds of customers across various branches
of the bank. It also carried out interviews with bank
staff to validate the responses of the customers and
draw inferences about social engineering attacks
being carried out. When necessary, such as in the
case of pretext/role playing, anonymity was used so
as to ensure data obtained would be authentic and
free from any bias. It is also important to note that
there was no prior knowledge among the
respondents, as this exercise was carried out to
ensure the integrity and authenticity of the data
obtained.

The questionnaires  contained  closed-ended
guestions, which were distributed to the
respondents in hard copies while the interviews
were open-ended. The questionnaires were
distributed through an appointed person in each
branch, which made it easier for collection once the
respondents were done. The interview was
conducted after the questionnaires were collected.

25 Data Analysis Procedure

This stage involved the use of standard analysis
tools, SPSS and Microsoft Excel, to examine the
data collected about participants’ activities
involving electronic banking systems. This was
used because it aids in organizing and summarizing
the data to provide meaningful parameters, which
are useful for data analysis. In the case of the
interview, inductive analysis was used. In this case,
the categories were built in advance of the analysis.
Then, connections were mapped in the data to those
specific categories. All the findings from the
guestionnaires were documented and evaluated,
then compared with the interview conducted in
order to make inferences.

3.0 DATA ANALYSIS, RESULTS AND
DISCUSSION

It was noted from the data collected that out of the
180 questionnaires administered to the customers at
UBA, 150 were filled out and returned. This
represented an 80% response rate, which is
considered satisfactory to draw conclusions for the
study. According to Mugenda and Mugenda (2003),
a 50% response rate is adequate, 60% is good, and



above 70% is rated very good. This also
corroborates Bailey's (1987) assertion that a
response rate of 50% is adequate, while a response
rate greater than 70% is very good. This implies
that, based on this assertion, the response rate,
which was calculated in this case according to
Mugenda and Mugenda and Bailey, was very good.

3.1 Descriptive Statistics

Descriptive statistics are sometimes called inductive
statistics. These are facts and figures sifted and
arranged in a manner that enables the researcher to
understand the nature of the population he/she is
studying. This kind of statistical analysis brings out
the quality of the data under examination through
simplification. The study sought to establish the
descriptive statistics of the responses from the
respondents. The results of the findings are
illustrated in the following subsections.

Demographic  Information:  Illustrates the
respondents’ age, gender, and employment status

Anti-virus and firewalls: To assess respondents'
knowledge of anti-virus and firewall software.

Emails: To assess the respondents’ knowledge of
emails and how to identify scams sent through
emails

Passwords: To assess respondents’ knowledge
related to passwords

General  Security  Questions: to  assess
respondents’  knowledge  with regards to
information security in general and best practices.

The questionnaires used had Likert scale items that
were to be responded to. For reliability analysis,
Cronbach’s alpha was calculated by the application
of SPSS. The value of the alpha coefficient ranges
from 0 to 1 and may be used to describe the

reliability of factors extracted from dichotomous
(that is, questions with two possible answers) and/or
multi-point formatted questionnaires or scales (i.e.,
rating scale: 1 = poor, 4 = excellent). A higher
value shows a more reliable generated scale.
Cooper & Schindler indicated 0.7 to be an
acceptable reliability coefficient (Cooper &
Schindler, 2018). Since the alpha coefficients were
all greater than 0.7, a conclusion was drawn that the
instruments had an acceptable reliability coefficient
and were appropriate for the study.

3.2 Demography of the Customers

The study was able to determine the age and gender
of the respondents. The majority of the respondents
were male at 91, which is approximately 60%,
while 59 of the respondents were female,
amounting to 40%. Also, 75 (50%) respondents
were below 25 years old, 48 (32%) were between
25-50 years old, and 27 (18%) were above 50 years
old.

The study also sought to determine the employment
status of the customer. From the analysis of the
findings, it was noted that the majority of the
respondents were students in various schools or
institutions. This was indicated by the frequency of
99 respondents who stated this and was calculated
to amount to 66% of the total respondents. This was
closely followed by respondents who stated that
they were full-time employees or businessmen.
Only 6 (4%) of the respondents stated that they
were unemployed as shown in figure 1. Therefore,
it was clear that the majority of the respondents
were either employed or students and were
therefore in a good position to provide the
information needed to meet the objectives of the
study.
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Figure 1: Demographic Information of the Respondents
3.21 Detection and Contact in Case of From the analysis of the findings, it was also noted

Security Threats

The study sought to determine whether the
respondents would be able to detect any security
threat. From the analysis of the findings, it was
noted that the majority of the respondents (71.5%)
indicated that if they lost their phone or ATM, they
would know what to look for. Closely after were
22% of the respondents who stated that if they lost
their phone, they would not know what to look for.
Only 6.5% of the respondents stated that if they lost
their phone, they were not sure they would know
what to look for.

that the majority of the respondents 125 (83%)
indicated that their smart phones had been infected
before. Only 17 (11%) of the respondents in the
study indicated that their smart phones had not been
infected before. A mere 8 (6%) of the respondents
indicated they did not know what a virus or Trojan
was. It was therefore evident from the study as
shown in figure 2 that the majority of the
respondents knew what a virus or trojan was and
had been previously infected by either of those.

Do you know who to
contact when you
misplace your ATM or

not sure they phone
would know...
Yes, | know who
to contact.
[ [
0 50 100 150

Phone is Infected
before
Did not Know
Smart phone
not infected
Smart phone
infected
0 100 200

Figure 2: Detection and Contact in Case



3.2.2 Effects on Emails

The study sought to establish whether the
respondents, once they received mail, would rely on
the fact that it came from the person in the "From"
address.

From the analysis of the findings, it was noted that
68 (45%) of the respondents indicated that they
could rely on the fact that the email came from the
person at the address. Closely following, 50 (33%)
of the respondents stated that they could not rely on
the fact that the email came from the person in the

"From" address. 32 (22%) of the respondents
indicated that they did not know if they could rely
on the fact that the email came from the person
indicated in the "from" address.

Also, the analysis of the findings noted that the
majority of the respondents, i.e., 100 (67%),
indicated that they did not know how to identify an
email scam, while only a mere 50 (33%) indicated
that they knew how to identify an email scam as
indicated in figure 3.

120

Can you identify Email Scam

100 -

80 -

60 -

20 -

Yes | can

No | cant

Figure 3: Customers Response to Email Scam

3.2.3 Effects Concerning Antiviruses

The study sought to determine if an antivirus was
currently installed, updated, and enabled on the
respondents’ smart phones. From the analysis of the
findings, it was noted that the majority of the
respondents, i.e., 66 (44%), indicated that antivirus
was not installed on their phone, closely followed

by a frequency of 50 (33.3%) respondents who
stated that their phones were installed with an
antivirus. 24 (16%) of the respondents stated that
they did not know how to tell, while 6.5% indicated
that they did not even know what antivirus was.
This information is shown in figure 4.



IS ANTIVIRUS’%STALLED ON THE PHONE

B Anti-virus not Installed
B Anti-virus Installed

M Not know how to tell
B Don’t Know Anti-virus

Figure 4: Customers Response on Installation of Antivirus

3.24
Security

Largest Source of Risk to your Banking

The study sought to establish the largest source of
risk to your mobile banking app or ATM. From the
analysis of the findings as indicated in figure 5, it
was established that the majority of the respondents
(42.5%) indicated that their largest source of risk to
their mobile banking app was defective software or
application. This was calculated from the frequency
of 65 respondents. This was closely followed by

respondents who indicated that the largest source of
risk in their mobile banking app was computer
viruses and other "malware" with a frequency of 36
respondents, which amounted to 28% of the total
respondents. 35 (22.5%) of the respondents
indicated that human mistakes, malicious or
otherwise, were the largest source of risk to the
mobile banking app, while 14 (7%) blamed it on
defective hardware.

Source of Risk to Electronic Banking

Figure 5: Largest Source of Risk to Electronic Banking



3.25 Ways that you
password from disclosure

can Ssecure Yyour

The study also sought to establish ways in which
the respondents thought they could secure their
passwords from disclosure. From the analysis of the
findings, it was noted that the majority of the
respondents (59.3%) indicated that they could write
it down on a sticky pad and stick it somewhere.
This was calculated from the frequencies of 89
respondents. Closely behind were respondents
(24%) who stated that they could write down the
password if they could keep it in a secure place like
their wallets without header information. This was
calculated from the frequency of 36 respondents. 21
(14%) of the respondents indicated that they saved
their passwords on their phones for quick access.
The least frequency was of respondents 4 (2.7%)
who stated that all the mentioned methods were

Table 1: Description of Participant

applicable in securing their passwords from
disclosure.
3.3 Inductive Analysis on the Interview

This section presents the analysis of the semi-
structured and open-ended interviews conducted to
make inferences on their experiences and
knowledge of electronic banking threats and the use
of social engineering using thematic content
analysis. 3 banking staff from 3 branches of UBA
were chosen for the interview. Due to the
qualitative findings gathered, data cannot be
analysed with any statistical degree of
measurement. However, the researcher has grouped
similar viewpoints together and categorized them
flexibly based on the main keywords of the
analysis. Inductive thematic content analysis was
used to code and analyze the response.

Respondents Gender Place of Work Department Years of Experience
Male UBA Branch A Information Tech 7
Female UBA Branch B Services 8
Male UBA Branch C Services 8

Two males and one female from three different
branches were interviewed. The interviewee
requested their branch to be kept anonymous, so the
branches were coded with letters as shown in Table
1. The first respondent was in the IT department,

while the other 2 worked in the non-financial
department (customer services), with about a
decade of experience. Hence, they are suitable for
the research.

Table 2: Interview Question 1: Respondents Opinion on Electronic Banking Threats

Condensed Meaning Unit Category Theme
“threat comes in different forms most common is | The threat comes mostly from cyber | E-fraud
cyber criminals who look for wvulnerability in | criminals

banks electronic platforms”

“threat faced mostly comes from customers who | Threats come as a result of | E-fraud
complain  of missing funds, unauthorized | unauthorized transaction

transactions from mobile app, etc” “the case cases

have been increasing a lot”




“threats come from criminals and the inability of
customers to secure their pin and passwords”
“Most complaints we receive at our desk relate all
forms of electronic frauds”

Criminals
password

Complaints are about E-fraud

stealing of or | E-fraud

pin

Responses from the respondents in Table 2 showed
that a major threat comes from electronic fraud,
where social engineers use all means at their
disposal to perpetrate their crimes. This can be
categorized as either fraud through getting ATM

details or mobile banking details. Based on the
experiences of the respondents in the banking
sector, they all agree that cases of electronic fraud

have been on the increase.

Table 3: Interview Question 2: Respondents Opinion on the Possibility of Unauthorized Transaction

Condensed Meaning Unit Category/Code Theme
“mostly because most customers are unable to keep | Revealing pin or password Phishing/
their pgssword or pin secure call_s can be made Cloning of bank app Vishing
requesting for pin or password claiming they are
from the bank ...” “cloning of phones or users | Insecure websites Staff Sympathy
downloading fake bank app” “some websites save Getti .

; X etting a banking colleague system
your ATM details when you make transactions g g gue sy
online and ....” “some staff collaborating with
social engineers to access a colleague system ....”
“mostly giving out pin or password to family | Trusting someone to help make | quid pro quo
member or friends, especially with aged men and | transactions, late blocking of account | attacks

women, somebody claiming to try to help a
customer at the ATM” “customers refusing to report
issues of missing phone or ATM” “customers not
properly disposing of personal details like BVN
numbers ....” “swapped SIM cards, phone, ATMs”

in case of phone theft, not properly
disposing of personal details

Dumpster Diving

“mostly customers reporting missing phone or ATM
until their account has been emptied” “having
someone else especially family members to help
make transactions and in such cases, we can’t help
....” “someone calling you to ask you to disclose
your ATM details, etc ..”

Misplaced phones or ATM quid pro quo
. . . attacks
Trusting people with account details
Phishing/
Vishing

The respondents' views on authorized transactions
are similar as indicated in Table 3, they all believe
the causes of authorized transactions are mostly
because of the customer's inability to keep their
banking details secured. There are various methods

or techniques used by social engineers to perpetrate
unauthorized transactions, which include
phishing/vishing, family and staff sympathy,
dumpster diving, and quid pro quo attacks.



Table 4: Interview Question 3: Respondents Opinion on Electronic Banking Security

Condensed Meaning Unit Category

Theme

need to be sure of the site you are using for

“To protect against electronic fraud, you | Use the secure website for transaction

Secure Websites

everywhere, so never allow anyone close to
you at the ATM gallery to avoid swapping”

. . . Encrypt your account details Privac
online transactions” “keep your pin and ypty y
password safe”

“never trust anybody with account details | Don’t trust anyone Trust

except you are ready o face the Report suspicions immediately Report
consequences, never  disclose  your

information with anyone” “report stolen

phone ....”

“Guide your data, encrypt all your | Don’t trust anybody Trust

information social — engineers  are Secure your pin and password Privacy

Table 4 indicated that, in order to secure your
electronic banking details, all the respondents agree
that customers should never disclose their banking
details. Most social engineers use familiarity to

defraud customers, as explained in the previous
guestion. Hence, to protect against this, customers
should never trust anybody

Table 5: Interview Question 4: Respondents Opinion on Social Engineers in the Banking Sectors

Condensed Meaning Unit

Category/code

Theme

“social engineers are everywhere using different
techniques to scam people of their hard-earned
wealth, and it can be bank staff, your colleague at
work .... They manipulate customers
psychologically and emotionally into disclosing
information ” “no matter how we intend to secure
the e-banking platforms, a mistake from
somebody will render all the hard work fruitless”

They can be anybody
Trust at your peril

fraudsters

13

.. with the economic situation and the rise of
sudden wealth, criminals use different social
engineering techniques to siphon people’s
money” “they are manipulators ...” ““ ... They are
criminal who wants to show off ill-gotten wealth
on social media” “they motivated by greed to

perpetrate their crimes”

99 ¢c

They are criminals
Motivated by wealth and fake life

fraudsters

“ .. These criminals can be your family members,
friend ...” “They are fraudsters motivated by

They can be anybody
They are fraudsters

Fraudsters

10




greed, ripping off innocent victims, | have several
experiences with customers on how these
fraudster use vishing, to rip off customers”

All the respondents agreed that social engineers are
fraudsters who manipulate customers, including
banking staff, into disclosing sensitive information
to perpetrate fraud, as indicated in Table 5. They all
agree that social engineers are everywhere. They

can be your colleague at work or your family
member. They aim to make you trust them before
they wreak havoc on you. They are motivated by
greed and show off.

Table 6: Interview Question 5: Respondents Opinion on Risk and Effect of Unauthorized Transaction on

Banks
Condensed Meaning Unit Category/code Theme
“Not quickly catching the criminals and their | Late apprehension leads to | Trust issues

collaborators leads to suspicion among people”

suspicion

/Reputation Risk

“Most customers complain about the bank
especially on social media as if its bank's fault
even when they are the ones that gave out their
passwords” “.... Customer will not be happy and
make them look for other banks as substitute ...”

Complain about staff
Customer loyalty decreases

Reputational
and Damage

Loss of loyalty

“Most customers are not patient and begin to
spread rumors about the customer services staff of
the bank” “.. there will be loss of profit and
revenue”

Spreading of rumors about staff

Less of revenue

Reputational Risk

Loss

In Table 6, all respondents said that the major effect
of electronic fraud complaints on banks is the
reputational damage they cause. That’s why banks
try as much as possible to try and reduce complaints
from customers, because the more complaints the
more they lose revenue and profit. Customers may
also look for other substitutes, thereby decreasing
customer loyalty.

3.4

As previously stated, the primary aim of this study
was to focus on social engineering as a security
threat, its effect on electronic banking, and how
human behavior contributes to its success. This
objective also covered the experience in any
circumstances of electronic banking attacks and
how they can be dealt with. It was broken down
into specific objectives that guided the researcher in

Discussions

11

achieving the aim. These objectives have been
achieved, as reflected by the findings revealed. The
following are the research questions answered by
the findings:

What Are the Various Ways that a Social
Engineer May Use to Infiltrate the Electronic
Banking Security Perimeter?

The analysis conducted from both quantitative and
gualitative studies showed that the various ways
and techniques used by social engineers to infiltrate
the electronic banking perimeter include various
forms of phishing, as shown by the responses gotten
from the entire security-related question. This is as
a result of the study establishing that most of the
respondents stated that their phone had been
infected by a virus or trojan before. From the
analysis of the findings, it was noted that the

Risk




majority of the respondents, i.e., 67%, indicated that
they did not know how to identify an email scam.
So also majority of the customers 44% indicated
that an anti-virus was not installed in their phone.
Other techniques include staff and family
sympathy, dumpster diving and quid pro quo
attacks as revealed by the banking staff and
corroborated by the responses of the customers.

What Are the Motives and Factors that Make
Social Engineering Attacks Successful?

From the analysis of the responses in the study, it
appears that the main motive of social engineers in
engaging in fraud is greed, and factors that make
social engineering attacks successful include lack of
awareness, carelessness, and trusting people to the
extent of disclosing private information to them.
This is supported by the complaints that the banks
receive from customers showing mostly family
members engaging in unauthorized transactions, as
shown from the analysis of the banking staff

Table 7: Risk Level and Description

interview conducted. This was corroborated by the
responses gotten from the customers, as 28.5% of
respondents stated that in case they lost their phone,
they would not know what to look for. Also, the
guantitative study showed that the majority of the
customers write down their password or PIN and
place it somewhere or save it in their phone for
quick access; and also, it was noted that the
majority of the respondents were ignorant of the
phone bank application threats faced or those that
they might encounter, and hence there was a need to
manage the human element of security regarding
customer mobile bank application services.

What are the Risk Level and Areas in Electronic
Banking and what is the Probability of
Compromise/Breach Involving Stakeholders?

To get the risk level and the probability of
compromise in e-banking platforms, the study make
use of the Table 7.

Users are aware of good security principles and threats, have been
properly trained, and comply with all e-banking security standards

Users have already been trained on e-banking security standards
and policies. They are aware of threats but may not follow good
security principles and controls.

Users are aware of threats and know they should follow good
security principles and controls, but need training on e-banking
security standards and policies. They also may not know how to
identify or report a security event.

Users are not aware of good security principles or threats nor are
they aware of or compliant with e-banking security standards and

Risk Levels | Description
1 Low (25 - 39)
and policies.
2 Elevated (40 — 60)
3 Moderate (61 — 81)
4 Significant (82 — 96)
policies.
5 High (97 — 110)

Users are not aware of threats and disregard known security
standards and policies or do not comply. They engage in activities
or practices that are easily attacked and exploited.

The research sought to establish the risk levels
through security risk awareness, as shown in Table

7. From the findings, the following risks were
established, as shown in the table above. The



cumulative risk score was established by dividing
the survey cumulative response total by the number
of survey takers to calculate the survey (or e-
banking) risk score. The model's risk score was
calculated at 63.87, which indicated that users are
aware of threats and know they should follow good
security principles and controls but need training on
e-banking security standards and policies. They
may also need to know how to identify and report a
security threat. The security risk areas include ways
to identify various phishing methods and quid pro
guo attacks.

How Can the Effect of Social Engineering on
Electronic Banking be Reduced?

The effect of social engineering on electronic
banking platforms as gotten from the interviewees
includes reputational damage and loss of loyalty,
which will cause a decrease in profit and revenue to
the banks as customers try to seek substitute
banking platforms, especially with the rise of
financial technology (FINTECH). To reduce and
cushion the effect of social engineering on
electronic banking, banks have to go on a massive
sensitization campaign on how to identify security
threats and channels customers can use to report
any security incidents immediately.

4.0 CONCLUSION AND
RECOMMENDATION

As banking has evolved, the number of unethical
people attempting to penetrate its defenses in order
to obtain access to assets has increased.
Cybercrime, which occurs on a computer, has
grown in importance as a huge danger to
individuals, society, and the economy, and it is now
considered one of the key causes of terrorism. As a
result, physical attacks have become less necessary
as finance has grown increasingly computerized.
The study's goal was to investigate social
engineering as a security concern, its impact on
electronic banking, and how human behavior plays
a role in its success. To make judgments on the
study, the researchers were able to apply both
guantitative and qualitative research methods. The
information was gathered using a questionnaire and
an interview and then analyzed using inductive
statistics and thematic content analysis. According
to the study, the majority of respondents were
ignorant of the risks posed by electronic bank
applications. This showed that customers may need
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to be taught how to spot and report fraud as a
security hazard.

4.1

Based on the result of the findings, the following
recommendations were made;

Recommendations

I. Customer Awareness and Education: In the
fight against the attackers, customer knowledge
and adoption of safety measures should be the
first line of defense. Because humans are the
weakest link in any security system, they must
be taught about the hazards of social
engineering and how it may express itself in
every  financial  transaction.  Customer
indoctrinations, security awareness briefings,
and quarterly newsletters are all examples of
training that should be done on a regular basis.
When approached by a "stranger" seeking
information or going to the bank, clients must
ask for some sort of identity or identification
before making any decisions. Unsecured sites
for financial transactions should likewise be
avoided by bank users.

Security Policies: Having a clear anti-social
engineering policy in place and implementing it
may be quite successful. These are the core
principles and norms that define the regulations
that act against social engineering and that a
user must adhere to. The security policy should
be well-documented and include a set of criteria
that serve as a solid basis for a successful
security strategy. Its scope and substance in
each area to which it applies should be
documented in straightforward words. Every
new user should be educated on the security
regulations that should be followed.

ili. Caution among ‘Unfamiliar’ and ‘Familiar’
Persons: Users should be wary of strangers and
familiar faces, and never give out personal
information  without first verifying their
identification. To avoid impersonation by
unscrupulous people, the bank's customer care
staff should promptly report any breach or
unusual financial activity of the customer.

Waste Disposal: If a paper shredder is not
accessible, waste papers should be shredded
before being thrown away in the trash bin or
burned in an incinerator. Anyone should be
unable to read the garbage. This eliminates the



chance of sensitive data being taken from
garbage cans. Any digital information should be
disposed of according to the policy's guidelines.

Appreciating the Value of Information:
Customers must also be more aware of their
personal information and why it is confidential.
For example, data-scraping from social
networking sites like Facebook and Twitter has
high potential, with attackers taking information
that users have placed there with no care for
who could see it or how it could be exploited.
Dates of birth, residences, personal hobbies,
family history, and work data are frequently
scattered on user pages on the aforementioned
sites, with many users exercising little caution
in how publicly they post it. This can operate
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