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Abstract

Technology transcends national borders, creating challenges for legislation that is
typically bound by geographic and jurisdictional limits. International coordination is
difficult and varying regulations across countries can complicate enforcement and
protection efforts. Legislation must however balance various interests, including
innovation, business needs, individual privacy and security. Finding this balance is
challenging, especially as technology introduces new ways to disrupt or complicate
these interests. The discourse around data protection law became more prominent in
this age of technological advancements. The Nigeria Data Protection Act of 2023 is one
of those laws necessitated by advancement of technology. It has become imperative to
appraise this law and analyze its scope, relevance, applicability and sustainability in
light of ever evolving technologies.
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INTRODUCTION

In an increasingly interconnected and data driven world, the protection of personal
information has become a matter of paramount importance in Nigeria, the passing into
law of the Nigeria Data Protection Act, 2023 has been received with open arms by data
protection enthusiasts and stakeholders. The new legislation marks a pivotal moment in
it the country's commitment to upholding data privacy rights and enhancing data
securing in an age where data has become a valuable and vulnerable asset. A careful
perusal of the Nigeria Data Protection Act, 2024 reveals some nebulous provisions as
well as key provisions that needs appraisal.
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LEGAL FRAMEWORKS OF THE NIGERIAN DATA PROTECTION ACT,
2023 (NDPA)

The Act is made up of 66 sections and a schedule. Assented to by the President on the
12" of June, 2023 and became applicable instantly.

Objective and Application of the Act

The best place to commence is the explanatory memorandum. It provides thus; “This
Act provides a legal framework for the protection of personal information and
establishes the Nigeria Data protection commission for the regulation of the processing
ofpersonal information”

It is strange to the researcher why the term 'personal information' was used as against
'personal data'. The term personal information was actually not defined in Section 65 of
the Act. What was defined is 'personal data' a phrase used more in the Act as against
'personal information'.

The term 'personal data' was defined to mean any information...” '"With this definition,
one can assume that personal data and personal information stands for the same thing.
We only recommend consistency to avoid controversy.

This takes us back to the thoughts of Olumide Babalola where he classified data privacy
as informational privacy in expounding the classes of privacy.”

The explanatory memorandum can be safely interpreted to mean the NDPA provides
the legal and institutional framework for the protection of personal data or personal
information of Nigerians.

The Act is divided into 12 parts and is made up of 66 sections. Part 1 is dedicated to the
objectives and application of the Act.’

One controversial provision of the objectives of the Act is in Section 1(a). It provides
thus; “safeguard the fundamental rights and freedoms and interests of data subjects, as
guaranteed under the constitution of the Federal Republic of Nigeria, 1999”

Does this provision take it for granted that the rights of data subjects are rooted in
Chapter IV of the Constitution? It will be noted as discussed earlier that some courts
maintain that data protection is distinct from right to privacy as guaranteed in Section
37 of the constitution.

What effects does this provision have in the context of that discourse?

" Section 65 NDPA.

? Olumide Babalola, Privacy and Data Protection Law in Nigeria (Noetico Repertum Inc. 2021)

* The researcher shall consider more elaborately in due course, whether it applies to non-Nigerians
and Nigerians outside Nigeria.
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The law is that the national assembly cannot alter a constitutional provision by another
legislation; a constitutional provision can only be altered by a constitutional
amendment itself.*

Another notable objective is as contained in Section 1 (e) of the Act which provides
thus; “Protect data subjects' rights and provide means of recourse and remedies, in the
event of the breach of the data subject's rights” It is logical that when legislation creates
aright, italso creates an avenue for the enforcement of such right.

This objective is seemly achieved by the provisions in part X of the Act as will be
considered in due course. The researcher however is of the opinion that this objective
was not effectively achieved as a more robust enforcement procedure rule will need to
be enacted to supplement the scanty provisions in part X of the Act.
Other notable objective of the Act is the codification of the lawful, accountable and
other principles of data processing as discussed in chapter 2 above.’

Application of the Act

Section 2(1) provides that the Act applies to processing of personal data whether by
automated means or not.
On whether the Act applies outside Nigeria, the Act provide thus; ““...personal data of a
data subject in Nigeria™

By this provision, Nigerians outside Nigeria are not protected by this Act. This is
however not strange as the principle of territorial limitation of laws are generally
applicable. For example, a Nigerian living in UK does not enjoy the fundamental rights
provision of chapter IV of the constitution of Nigeria, but they enjoy the fundamental
right provision of the U.K constitution, which of course contain more noble provision
than that of Nigeria.

However, data controllers and processors outside Nigeria are regulated by this Act as
long as the data subjects are Nigerians in Nigeria.” Of course it still applies when the
data controller or processor is domiciled in, resident in or operating in Nigeria as well as
processing of personal data occurs within Nigeria, this is regardless if the data subject
of such processed data is a Nigerian or not.’

! AG Lagos State v AG Federation & ors (2003)LPELR-620 SC, Tubwada & Ors v Adamawa State
Government & Anor (2019) LPELR —47326(CA)

* See the principles of data processing

° See Sections 2(2)(a)&(c) NDPA

7 Section 2(2)(c) NDPA

* Section 2(2)(a) & (b) NDPA. By this provision, a Nigeria living outside Nigeria can be benefit
from this Act if the data processor or controller is in Nigeria. Example of this is a Nigeria living the
UK but has a Nigeria's voter's card, NIN or BVN. The Data controller which in this example are
INEC, MMC and CBN respectively are subject of this Act and will not be protected if a data breach
occurs by virtue of the fact that the data subject is not in Nigeria
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Exemptions Created by the Act

This is one of the most controversial provisions of the NDPA. Section 3(1) provides
thus:“This Act shall not apply to the processing of personal data carried out by one or
more persons solely for personal or household purpose”

By this provision, a violation of the data rights of a data subject is excused solely
because the purpose is not commercial. Thankfully enough, there is a proviso which
reads; “provided that such processing for personal of household purpose does not
constitute a violation of the fundamental right to privacy of a data subject.”

This proviso does not cure all the vices in this exemption. The fundamental right to
privacy does not extend to all personal data of a data subject. The fundamental right to
privacy is only limited to privacy of the citizens (personal privacy), their homes,
correspondence, telephone conversation and telegraphic communication.’

Other personal data which are processed by a person for purposes other than
commercial or termed 'personal' or 'household' is exempted as long as it does not fall
under the constitutional listed guaranteed right of privacy. To my humble thinking, this
defeats the purpose of the Act which seemly is meant to 'promote data processing
practices that safeguard the security of personal data and privacy of data subject’."

As will be seen subsequently in this work, this is not the only time the Act disregarded
the sacrosanct requirement of consent. It is my submission that it does not matter
whether a data subject's fundamental right to privacy will be breached or not, the data
subject's consent must be sought and obtained before the processing of his personal
data for whatever purpose.

Other exemptions are contained in Section 3(2) of the NDPA and can be summarized to
mean that the Act does not apply to data controllers and data processors who fall under
the term 'competent authority"" and the processing of personal data is for the purpose of
prevention, investigation, detection, prosecution or adjudication of crimes and
execution of a criminal penalty,” prevention or control of a national health emergency,
for national security, public interest, journalism, educational, artistic and literary
purposes ornecessary for the

’ Section 37 1999 Constitution of Nigeria (as amended) Cap C23 LFN 2004

" Section 1(c) NDPA

" Competent authority, was defined section 65 as, (a) the government of the Federal Republic of
Nigeria or foreign government (b) any state government, statutory authority, government authority,
institutions, agency, department, board, commission or organization within or outside Nigeria,
economy, executive, legislature, judicial, investigation, regulation or administrative function.”

" Section 3(2)(a) NDPA

" Section 3(2)(b) NDPA

" Section 3(2)(c) NDPA

** Section 3(2)(d) NDPA
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establishment, exercise of defense of legal claims." The commission is also given
power to add to the list of exemptions."

The power of the commission also include to issue a guidance notice containing legal
safeguard and best practices to a data controller or processor with respect to the
exemptions created."

These exemptions have been given judicial approval in a plethora of foreign cases.

In Henz Huber v. Bunderepublic Deutschland (Federal Republic of Germany)" the
court analyzed the exemptions thus; “However, Article 3(2) of Directive 95/46
expressly excludes from its scope of application, inter alia, the processing of personal
data concerning public security, degree state security and the activities of the state in
areas of criminal law. It follows that, while processing of personal data for the purposes
of the application of the legislation relating to the right of residence and for statistical
purposes falls within the scope of application of Directive 95/46, the position is
otherwise where the objective of processing those data is connected with the fight
against crime”

The court in Volker und Markus Selecke (GBR) & Anor v Land Hessen™ declared thus;
“The right to the protection of personal data is not, however, an absolute right, but must
be considered in relation to its function in society." However, the court going further
held that; “Derogations and limitations in relation to the protection of personal data

99 21

must apply only in so far as is strictly necessary”.

In other words, the courts have maintained that in as much as the limitations and
exceptions created by the laws are respected, such must be applied paying particular
details to the principles of data processing especially the principles of purpose
limitation, data minimization, storage limitation as well as the principle of lawfulness,
fairness and transparency.

In Henz Huber v Bundescrepublic Deutschland (Federal Republic of Germany)” the
court captured it thus;*...it follows that the use of a register such as the AZR for the
purpose of providing support to the authorities responsible for the application of the
legislation relating to the right of residence is, in principle, legitimate. However, such a
register must not contain any information other than what is necessary for that purpose.

' Section 3(2)(e) NDPA

" Section 3(2) NDPA

" Section 3(4) NDPA

* Delivered by the CJEU in 2008 at para 52. Cited in Olumide Babalola, Casebook on Data
Protection (Noetico Repertum, 2020)

* Delivered in a joined case by the ECTHR in 2010. Cited in Olumide Babalola, Casebook on Data
Protection (Noetico Repertum, 2020)
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In M.K. v France”, the court held that the government collecting of fingerprints of
individuals for purpose of a particular identification is lawful, but after such exercise,
retaining same constitutes an interference with the right to respect for private life.

In the exact language of the court, it states thus:“The court notes that the interference
pursuit a legitimate aim, namely the detection and, thereafter the preventions of
crime... the court reiterates that the retention of fingerprints on the national authorities
records in connection with an identified or identifiable individual constitutes an
interference with the right to respect for private life."”*

On the principle of data minimization and storage limitation, the court held thus; “The
domestic law should notably ensure that such data are relevant and not excessive in
relation to the purposes for which they are stored and preserved in a form which permits
identification of the data subjects for no longer than is required for the purpose for
which those data are stored. The domestic law must also afford adequate guarantees
that retained personal data were efficiently protected from misuse and abuse."*

Obligations of Data Controllers and Data Processors

Section 29 of the NDPA places an obligation on the data controller or a data processor”
to ensure compliance with the provisions of the Act.

Section 29(2) of the NDPA requires that a written agreement be in place between the
Data Controllers and the Data processor or between data processors as the case may be.

What this section implies is that the data controller will be vicariously liable to any
breach in the provisions of the NDPA. Therefore, the onus lies on the data controller,
which can be extended to a data processor who has engaged another, to ensure every
detail of the Actis complied with.

Besides a written agreement, which should detail the essential directives of the NDPA
to be followed to the later, the data controller” must monitor and supervise the data
processor to ensure compliance, assist the processor with technical and organizational
measures and provide up to date information required for the full compliance of the
Act.

* A data processor here is one who has engaged another
* Or a data processor as the case may be
* Section 29(1) (a-e) NDPA.
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Sensitive Personal Data

Generally, sensitive personal data are not to be processed.” The NDPA defines
sensitive personal data thus;" “Means personal data relating to an individual's;

genetic and biometric data, for the purpose of uniquely identifying a natural person
race or ethnic origin.

Religious or singular beliefs, such as those reflecting conscience or philosophy.
Health status

Sex life

Political opinion or affiliations;

trade union memberships or

other information prescribed by the commission, as sensitive personal data under
section 30(2)”.

SR e a0 o

On sensitive personal data,” the exclusive privacy professionals, round table on the
Nigerian data protection Act 2023" stated thus; “SPD is a class of data with an extra
level of protection due to the higher risk attached to its disclosure. The rationale
indulging SDP is that an individual's fundamental rights will be greatly affected in the
event of a breach than it would be for other classes of personal data™.

The NDPA however, listed circumstances under which this special class of personal
data can be processed. The circumstances are;

(1) Consent of the Data Subject

The consent must be explicit and extant.” By explicit and extant, the consent must be
given and not withdrawn and the consent must be for a specific purpose(s) for which the
data will be processed.

The consent required in sensitive personal data processing is not general consent. For
every purpose or set of purposes a SDP is to be processed, consent of the data subject
must be sought and explicitly given. The data controller or processor must not process
beyond that purpose.

* Section 30(1) NDPA

* Section 65 of the NDPA

*'SPD

# Olumide Babalola and others, 'Implementing NDPA the Nigeria way: from the professionals'
thoughts to the Regulator's Ears' (Exclusive Privacy Professionals' roundtable on the Nigerian Data
Protection Act, 2023 held at the law office of Olumide Babalola in December, 2023).

¥ See Section 39(1)(a) and (d)(ii) NDPA
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(2) Necessary to Perform Obligations under the Act by the data controller, under an
employment obligation, social security laws or any other similar law.™

Social security law is listed by the NDPA™ to include employee compensation Act,
Pension Reform Act, National Health Insurance Authority Act, National Housing Fund
Act, Nigeria Social Insurance, TNA Fund Act, Insurance Trust Fund Act or any other
similar law.

3) Where the data subject is physically or legally incapable of giving consent, the
necessity of the data processing to protect the vital interest of the data subject or
of another person.*

What amount to vital interest is not defined by the Act. Who determines if an interest is

vital or not seems to be the data controller which quite frankly gives room for abuse

especially as the meaning and scope of vital interest is undefined.

Also, one can understand what it means by someone being legally incapable of giving
consent. But, it is confusing when the Act talks about 'physically incapable of giving
consent'. This kind of disability is new and undefined.

It is submitted that the term 'legally incapable of giving consent' is extensively and
conclusively provided for under Section 31(1) of the NDPA. What remains undefined
in scope and meaning under the NDPA is vital interest and physical incapability to give
consent.

(d) Processing is carried out by an entity in the course of its legitimate activities.” The
NDPA is explicit on the categories of entity covered by this section and also what
will amount to legitimate activities.™

Going by Section 30(1)(d)(i1) of the NDPA, SDPs shall not be disclosed outside of the
entity without the explicit consent of the data subject.

(e) Processing is necessary for the establishment, exercise or define of a legal claim,
obtaining legal advice or conduct of a legal processing”

(f) Substantial public interest"

(g) Forthe purposes of medical care or community welfare®

(h) Public health”

* Section 30(1)(b) NDPA

* Section 65 NDPA

* Section 30(1) (c¢) NDPA

¥ Section 30 (1)(d) NDPA

* Section 30(1)(d)(i)(ii) NDPA
* Section 30(i) (¢) NDPA

“ Section 30(i)(f) NDPA

“ Section 30(i)(g) NDPA
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(I)  Necessary for archiving purpose®

The above listed grounds are the only lawful circumstances SPD can be processed until
further grounds are added by the NDPC*

The NDPC is also empowered by regulation to elevate any category of personal data to
the class of sensitive personal data.”

The researcher applauds the Act for elevating certain classes of personal data to
sensitive personal data just like its counterparts like the GDPR of the European Union.
The researcher only observes that the grounds for processing are numerous and at times
nebulous and open to different interpretations and abuse. These grounds undermine the
special place of SDP. Examples of these grounds are those that gave the data controllers
the absolute decision making power to process these sensitive personal data without
explicit consent from the affected data subjects. Sections 30(1)(b), (c), (f) are examples
ofthese controversial grounds.

On their part, the exclusive privacy professionals' roundtable on the Nigeria Data
Protection Act 2023 criticized the Act's provisions on SDP thus; «... the Act failed to
provide for the extra-layer of protection to justify the special classification of sensitive
personal data”

On my part however, [ have observe the introduction of the term 'explicit' to qualify the
kind of consent required for the processing of SDP. To me, this is an extra-layer
protection. I however still feel the extra-layer protection is insufficient to justify the
elevated status SDP is classed as consents generally, are meant to be explicit.

Children and Persons Lacking Legal Capacity to Consent

Section 65 of the NDPA defined a child as whatever meaning ascribed in the Child's
Right Act. It will mean therefore that under the NDPA a child will be anybody below the
age of 18 years.”

Also, the NDPA prescribes that processing of personal data of a child shall not be
inconsistent with the provisions of the Child's Right Act, and no interpretation of the
provision of the NDPA should be constructed as authorizing so."

Generally, where a data subject is a child or a person lacking in legal capacity, the
consent must still be sought and obtained, however it will be consent from the parent or
legal guardian. The

* Section 30(i)(h) NDPA

* Section30(i)(e) NDPA

*“ Section 30(2) NDPA

* Section 30(2)(a) NDPA

“ Olumide Babalola and others, 'Implementing NDPA the Nigeria way: from the professionals'
thoughts to the Regulator's Ears' (Exclusive Privacy Professionals' roundtable on the Nigerian Data
Protection Act, 2023 held at the law office of Olumide Babalola in December, 2023).

" See Section 1 Childs Right Act

“ Section 31(6) NDPA
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exceptions to this general rule of Section 31(1) of the NDPA are contained in sub-
section4 of Section 31.

These exceptions are;

1. Where the processing is necessary to protect the vital interest of the child or
person lacking the legal capacity to consent.

2. The processing is carried suit for the purposes of education, medical, or social

care and undertaken by or under the responsibility of a professional or similar
service provider owing a duly of confidentiality or
3. Necessary for the proceedings before a covert relating to the individual™

A data controller is duty bond to verify age and consent before processing of data where
the data subjects is likely a child or one lacking in legal capacity.™

For the purpose of verifying the age of such a subject, any government approved
identification document suffices.”

Another interesting provision of the NDPA with regards a child is contained in Section
31(5) of the Act. It provides that the NDPC should make regulation in respect of
processing of personal data of a child of 13 years and above in relation to the provision
of information and services by electronic means at the specific request of a child.

The researcher frowns at this provision and wonder the purpose(s) thereof. The Act in
one breath is saying a child is one of age 18 years and below in accordance with the
definition of the Child's Right Act and in another breath demanding for regulation for a
child of 13 years and above.

This provision is controversial, subject to multiple interpretations and misleading. One
wonder if it has in anyway reduced the age of a child to 13 years and below or if the
general provision of Section 31 does not apply to a child above 13 years and a
regulation by the NDPC is required to fill the gap.

One will only hope that the court will hold that the general provision of Section 31
applies to every child below 18 for all intent and purposes despite the ambiguities in the
provision of Section 31(5) ofthe NDPA.

As noted earlier, this Section provides for a child or person lacking in legal capacity
to consent. A person lacking in physical capacity to consent was not discussed
here.* I will not be in a haste

* Section 31(1) NDPA

* Section 31(4)(a)(b) & (c) NDPA

* Section 31(2) NDPA

* Section 31(3) NDPA

* Section 30(1)(c) NDPA as discussed earlier
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to equate legal capacity to consent with physical capacity to consent. The NDPA seems to
distinguish both. But we only ask for an explanation or a provision on how the consent of
one with physical incapacity to consent can be sought and obtained or at least a definition
or description of what the Act mean by 'physically incapable to give consent'.

Rights of a Data Subject

Part VI of the NDPA is dedicated to the rights of a data subject. This part is made up of
Sections 34-38. As will be considered later in the sub headings, the right contained in
Section 38™ was only suggested but not created by the NDPA. But it however falls
under Part VI of the Act and will be discussed.

1. Right to Demand Information.”

The right to demand information is held in high esteem by the NDPA; that is the reason
it burdens the data processor to make any information demanded by the data subject
available to be obtained without constraint, unreasonable delay and in a commonly
used format.”

On this, the exclusive privacy professionals' roundtable on the Nigeria Data Protection
Act, 2023" had this comment to make; “This re-emphasizes the need for data
processors to consider the format preference of the data subjects without constraining
their access to the requested data... timelines for granting data requests should be
reasonable, factoring in the simplicity or complicity of the data access requested”.

The kinds of information the data subjects can demand includes; the purposes of the
data processing, the categories of personal data concerned the recipients or categories
of recipient to whom data have been or will be disclosed to, particularly recipients in
third countries or international organization the period the personal data will be stored
or the criteria used to determine that period; the existence of the right to request for
rectification or erasure of personal data or restriction of processing of personal data
concerning the data subject or object to such processing, the existence of automated
decision-making, including profiling the significance and envisaged consequences for
the data subject and where the personal data is not collected from the data subject, any
available information as to their source.™

It is my opinion that the list of the information a data subject can demand is not
exhaustive, this is despite the use of 'and' in the Section particularly section
34(i)(a)(vii). This is because limiting

* Right of Data Portability

* Section 34(1) NDPA

* Section 34(1)(b) NDPA

*” Olumide Babalola and others, 'Implementing NDPA the Nigeria way: from the professionals'
thoughts to the Regulator's Ears' (Exclusive Privacy Professionals' roundtable on the Nigerian
Data Protection Act, 2023 held at the law office of Olumide Babalola in December, 2023).

* Section 34(i)(a)(i-viii) NDPA
101



An Appraisal Of The Key Provisions Of The * [feanyi Maxwell Okobia, Esq. LLM (in view)
Nigerian Data Protection Act, 2023 ** Enemhinye Ehigiator, PhD, JP, Notary Public

the information that can be sought and obtained will be against the objectives of the
section and the Act in general.

2. Right to the Data Subjects Personal Data™

This is usually called right to access.” The data subject is entitled to his personal data
upon request in a commonly used electronic format except to the extent that providing
such data would impose unreasonable costs on the data controller, in which case the
data subject may be required by the data controller to bear some or of such costs.

3. Rightto Correction of Personal Data®

The data subject has the right to have his personal data that is inaccurate, out of date,
incomplete or misleading to be corrected or if correction is not feasible or suitable,
deletion of such data. May I add that this right should be highly regarded by the data
controllers and it should be cost free.

The NIMC charges N15,000 for correction of date of birth on data subject's NIN
records and other corrections are charged differently. Other data controllers like banks
with regards any correction on BVN or account holder's profile, social media
operators/companies with regards any correction on account owner's profile etc do not
charge for this.

The fee charged by the NIMC being an impediment to the enjoyment of this right was
subject to litigation in the case of Digital Rights Lawyers Initiative v National Identity
Management Commission.” The court of Appeal while upholding the decision of the
trial court, held that fundamental right application is not the right channel to litigate
such cause and struck out the case without ruling whether the fees charged is an
impediment to the enjoyment of the right of a data subject for rectification of his
personal data.

In a commentary of this decision, Solomon Okedera stated thus; “The court started on a
good wicket when it identified the relationship and inter-operatebility between the
NDPR and the right to privacy (See page 22) but later in the judgment altered its
position when it agreed with the trial court that rectification of date of birth has nothing
to do with right to privacy (page28) ... If the court can hold that a suit bordering on data
subject's right to rectification of personal data has nothing to do with right to privacy,
then one can only hope that the decision does not constitute a

¥ Section 34(i)(b) NDPA

* Olumide Babalola and others, 'Implementing NDPA the Nigeria way: from the professionals'
thoughts to the Regulator's Ears' (Exclusive Privacy Professionals' roundtable on the Nigerian Data
Protection Act, 2023 held at the law office of Olumide Babalola in December, 2023).

* Section 34(i)(c) NDPA
#(2021) LPELR 55623(CA)
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readymade shield to subsequent suits seeking to enforce other data subject's rights in

court under the fundamental rights enforcement procedure rules”.”

4. Right to Erasure of Personal Data®

The data subject has a right under the NDPA to request a data controller to erase his
personal data and such request is expected to be granted without delay.

Olumide Babalola distinguished right to erasure and withdrawal of consent despite the
similar effects of both. The learned author stated thus; “withdrawal of consent and
erasure, though separate concepts are often confused and is largely due to the
ambiguity surrounding the provisions for both rights in the NDPA.* It is agreed that
once a data subject indicates that they have withdrawn consent to an activity that has
already been performed, the processor should pull down such data immediately, in
which case, it would become an erasure request. Thus, it is safe to say that withdrawal
of'a consent relates to a specific activity and requires the processor to cease using the
data in case of such activity, while an erasure request prevent retention of such data”*

5. Right of Withdrawal of Consent”’

This right is available at any time to the data subject.” To ensure that there is no
impediment to this right, the data controller is duty bound to ensure that it is as easy for
the data subject to withdraw consent, as to give consent”

6. Right to Object”

A data subject's right to object to the processing of his personal data is guaranteed by the
Act. The data controller is duty bound to instantly discontinue the processing of such
personal data, unless the data controller demonstrates a public interest or other
legitimate grounds, which overrides the fundamental rights and freedom, and interests
of the data subject.”

® Solomon Okedera, Digital Rights in Nigeria through the Cases (CL Plus Ltd, 2022).

* Section 34(1)(d) NDPA

* The right to withdraw consent is specifically contained in Section 26 and 35(1) of the NDPA
 Olumide Babalola and others, 'Tmplementing NDPA the Nigeria way: from the professionals'
thoughts to the Regulator's Ears' (Exclusive Privacy Professionals' roundtable on the Nigerian Data
Protection Act, 2023 held at the law office of Olumide Babalola in December, 2023).

“ Section 35 NDPA

* Section 35(1) NDPA

® Section 35(2) NDPA

" Section 36(1) NDPA

" Section 36(2) NDPA
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Where personal data is processed for direct marketing purpose and the data subject
objects, such processing must cease instantly.”

On this point, Olumide Babalola opined thus: “The term direct marketing is not defined
in the NDPA and interestingly, it is not defined in the GDPR. It's however concisely
defined in the UK Data Protection Act of 2018 in its Section 122(5) where it was
defined as the communication by whatever materials which are directed to particular
individuals... Some relative examples of direct marketing in Nigeria economy include
cold calls from organizations, marketing website from affiliated companies when
individuals have business with one of them, bulk SMS, social media advertising,
political campaigns, telemarketing, personalized website etc. ...Section 36(3) did not
state if direct marketing is based by legal basis.... Direct marketing should only be
done based on consent.... That data subjects have the right to object to it because this
only means that direct marketing was already in place before receiving the assent of the
data subject.”

What can be gleaned from the learned author's comment above is that for a right to
object to accrue to a data subject, the data processing must have been commenced
without the data subject's initial consent. It logically flows that when the data subject
becomes aware of such processing and does not exercise the right to object, the data
processor may have a rightful basis to continue the processing.

Examples of this is where MTN sends a message, usually bulk messages, to subscribers
on a subject matter be it news, sports or comedy and request that the subscriber can stop
such messages from coming in again by indicating so.

A right of action can be sustained when a data subject exercises his right to object and
the data controller doing the direct marketing continues to process the said data.™

7. Right in Relation to Automated Decision Making and Profiling”

This right as will be noted subsequently is given high regard in all data protection
regulations worldwide. Section 37(1) of the NDPA in providing for this right copiously
put it thus; “A data subject shall have the right not to be subject to a decision based
solely on automated processing of personal data, including profiling, which produces
legal or similar significant effects concerning the data subject”.

” Section 36(3) NDPA

” Olumide Babalola and others, 'Implementing NDPA the Nigeria way: from the professionals'
thoughts to the Regulator's Ears' (Exclusive Privacy Professionals' roundtable on the Nigerian
Data Protection Act, 2023 held at the law office of Olumide Babalola in December, 2023).

™ Godfrey Eneye v. MTN Nigeria Communication Ltd. Appeal No CA/A/689/2023 (unreported) cited
in Abiodun Odusote 'Data misuse, Data theft and data protection in Nigeria: A call for a more
Robust and more Effective Legislation' Berlin Law Review, (2021) vol. 12 No. 4.

" Section 37 NDPA
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In analyzing a similar provision in the GDPR, the following comment was made; “The
GDPR introduced strict rules when it comes to processing of personal data that is done
without human interruption. This encompasses different types of profiling, such as
averring status, health, personal preferences, interests, reliability, behavior, or
location, if it produces a legal effect that significantly affects them'™

The NDPA however provides for some derogation and limitation to this right.”

a. Where the decision is necessary for entering into or the performance of a contract
between the data subject and a data controller.

b. Where the decision is authorized by a written law, which establishes suitable
measures to safeguard the fundamental rights and freedom and the interests of the
data subject; or

c. Where the decision is authorized by the consent of the data subject.

8. Right to Data Portability

Strangely most data protection laws across the word guaranteed this right. However
the Nigeria Data Protection Act, 2023 only suggested the subsequent creation of the
right.

The NDPA provides thus; “The commission may make regulations establishing a right
of personal data portability””

The clear interpretation of this provision is that the NDPC is encouraged by a
regulation to make provision establishing this right. The researcher is confused by this
provision. One wonders why the NDPA did not establish this right if it finds it
important and worth establishing.

The NDPA went further to expound on the meaning, scope and application of the right”
with a duty placed on the data controller to attend to such right upon being activated
without any hindrance.”

The NDPA further highlighted what the NDPC should consider in the regulation
establishing the right,” such as the conditions and circumstances upon which the right
may be exercised and placing obligations on the data controller and courts and as well
as making suggestions on timing.”

7

° www.//http//data privacy manager.net/what are the 8 data subject rights according to the GDPR.
Accessed 8/06/2024.

" Section 37(2)(a)(b)(c) NDPA

" Section 38(1) NDPA

" Section 38(2)(a)(b)(c) NDPA

* Section 38(2)(b) NDPA

* Section 38(3) NDPA

* Section 38(3)(a) &(b) NDPA
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On the right to data portability, Olumide Babalola stated thus; “The most relatable data

portability in Nigeria is in the telecommunication sector, where individuals can port

from one service provider to another. The issue is whether other sectors like finance and
59 83

health will be able to adopt such technical feasibility”.

In as much as I agree with the above submissions, I differ with the learned author's
submission where he stated further that data subjects should test the waters by trying to
enforce the right in Section 38.

My reason for so deferring is because the right to data portability was not created by
Section 38 of the NDPA. It was rather only suggested and the power to establish such
right bestowed on the NDPC via aregulation.

Data Security

Data security is extensively provided for under Section 39 of the NDPA. A summary of
this Section is that the NDPA imposed a burden on both the data controller and data
processor to ensure the security, integrity and confidentiality of personal data in its
possession or under its control, including protections against accidental or unlawful
destruction, loss, misuse, alteration, unauthorized disclosure or access.” This provision
houses what is essentially required of a data controllers or a data processor under the
NDPA.

The weight of these essential requirements depends on the following;

(a) Theamountand sensitivity of the personal data®

(b) The nature degree and likelihood of harm to the data subject that could reject from
loss, disclosure or misuse of personal data®

© Theextentof the processing”

(d) Theperiod of data retention™

(e) The availability and cost of technologies, tools or other measures to be
implemented relative to the size of the data controller or data processor.”

* Olumide Babalola and others, 'Implementing NDPA the Nigeria way: from the professionals'
thoughts to the Regulator's Ears' (Exclusive Privacy Professionals' roundtable on the Nigerian Data
Protection Act, 2023 held at the law office of Olumide Babalola in December, 2023).

* Section 39(1) NDPA

% Section 39(1)(a) NDPA

* Section 39(1)(b) NDPA

¥ Section 39(1)(c) NDPA

* Section 39(1)(d) NDPA

* Section 39(1)(e) NDPA
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The NDPA advised data controllers and data procession in order to meet up with the
burden as contained in Section 39(1) of the Act to among other things encrypt
messages’ and have a software or app that can easily restore data when lost, damaged
as well as backup data files.”

Failure to follow the advice of Section 39(2) of the NDPA will generally not be an
offence, but in cases of data breaches and proceedings before the NDPC, fundamental
rights enforcement procedure before a court or claims under tort like breach of duty of
care and damages for data right breaches; failure to adhere to the requirements of
Section 39(2) of the NDPA where applicable, will be fatal against the data controller or
data processor and conversely, evidence of adhering to the provision of Section 39(2)
of the NDPA may be a defense or a mitigating factor in the award of damages or any
other penalty or sanction.

Cross Border Transfer of Personal Data

Cross-border transfer of personal data is provided for under Part VIII of the NDPA.
Generally, a data controller or data processor is not permitted to transfer personal data
of Nigerians from Nigeria to another country.” The NDPA listed two exceptions to this
general rule.

The exceptions are;
1. Therecipientis subject to a data protection law which is similar to the NDPA”

2. One ofthe conditions set out in Section 43 of the NDPA applies.”

Section 43 of the NDPA is titled other bases for transfer of personal data outside
Nigeria.
The conditions™ or bases are;

1. The data subject has given consent to such cross border transfer and has also been
informed of the absence of adequate protections of such data by an extant law in the
recipient jurisdiction”

2. Thetransferis necessary for the performance of a contract the data subject is a party
to or has requested for such transfer prior to entering the contract.”

3. Thetransfer is for the sole benefit of a data subject and

* Used usually by social media platforms like facebook and whatsapp
*' See generally Section 39(2) NDPA

” Section 40(1) NDPA

* Sections 40(1)(a) and 42 NDPA

* Section 40(1)(b) of the NDPA

** As used in Section 40(1)(a) NDPA

** As used in Section 43 NDPA

" Section 43(1)(a) NDPA

* Section 43(1)(b) NDPA

* Section 43(1)(c)(i) &(ii) NDPA
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(1) it is not reasonably practicable to obtain the consent of the data subject
to that transfer and

(i1) if it were reasonable practicable to obtain such consent, the data subject
would likely giveit,”

4, transfer is necessary for public interest'"

transfer is necessary for the establishment, exercise or defense of legal claims™'

6. where the data subject is physically or legally incapable of giving consent, the
transfer is necessary to protect the vital interest of the data subject or of other
person."”

The researcher has the following criticisms of part VIII of the NDPA.

a. A cross-border transfer of personal data is a higher kind of processing that
consent would have been given a higher pedestal and not lowered as is the case.
Consent ought to be the sole basis of a cross border transfer of personal data.

c. The provisions of Section 43 of the NDPA are loose enough for data controllers
to hide and breach the rights of data subjects in Nigeria.

d. sensitive personal data of Nigerians ought to be restricted from being subject to
unconsented cross-border transfers.

N

Enforcement of Data Subjects' Rights

Section40(1) of the NDPA provides a route to data right enforcement by a data subject.
Aroute provided in this section is a complaint to the NDPC. A data subject is not legally
bound to follow this route nor does failure to follow this route affect his right to
litigation in court.

The reason for the above assertion is the use of the word 'may' in Section 46(1) of the
NDPA and the provision of Section 6(6)(b) of the constitution.

This will be so despite the provision of Section 50 of the NDPA, which provides for a
judicial review within 30 days if a data subject or controller is not satisfied with the
commission's order.

Section 51 of the NDPA is also instructive as it guarantees the right of a data subject to
through civil proceedings, recover damages from a data controller or data processor
that has occasioned any injury, loss or harm as a result of violation of the provisions of
the Act on the data subject.

" Section 43(1)(d) NDPA
""" Section 43(1)(e) NDPA
" Section 43(1) (f) NDPA
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The data subject is also entitled to recover profits made by the data controller or
processor in violation of the rights of the data subject. Section 65 of the Act defined
court as any court of competent jurisdiction.

The failure of the NDPA in not naming a particular court as the court with jurisdiction to
entertain matters under the NDPA and the general scantiness in provisions relating to
enforcement aside complaint to the commission is a serious impediment to enjoyment
of the rights provided for under the Act.

The researcher on this note recommends a special court for the purpose of entertaining
matters under the Act and an enforcement procedure rules to be made swiftly to provide
for ease in enforcement of the NDPA. On this note, we recommend that the
Fundamental Rights Enforcement Procedure Rules of 2019 be adopted with minor
amendments to suit the specific needs of data rights protection.

Conclusion and Recommendations

The Act is germane in this time. However, it is observable that the provisions of the Act
are complex and not easily understandable to the everyday data subjects and
procession. In curbing the above, the Act has suggested that data processions of major
importance should have a data protection officer. The NDPC on its part has been
empowered to sensitize the public and stakeholders of the law.

The Act is not without flaws. A lot of its provisions will need to be amended such as the
removal of “race” from the definition of sensitive personal data and a comprehensive
provision on persons incapable of giving consent.

It is also noted that enforcement of the Act will be problematic. Aside enforcement
through a complained to the NDPC, a clear path to court to enforce the Act is lacking. In
the definition section of the Act, a Court was not named, meaning no Court was clothed
with the powers to entertain matters on Data Protection Law. A Law that is not
enforceable is only good for the classroom and nothing more.
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